I'OCYJAPCTBEHHOE BIO/UKETHOE JOIIKOJIbHOE OBPA30BATEJIBHOE .
VUPEXJIEHUE JETCKUU CAJ] Ne56 ITPUMOPCKOI'O PAMIOHA CAHKT-TIETEPBYPT'A

TloauTHKa
uH(OPMANHOHHOI §e301aCHOCTH

I'BJIOY JETCKHM CAJ Ne56 IMpumopekoro paiiona Cauxr-IlerepGypra

Ha 21 nucre

CaHKT-HeTep6ypf
2023 f



COJIEP)KAHUE

TEPMUHBI M OTIPEIIEIICHUS . ... vt st et et e st et e abe e sss e e b s s st e nhe e san e e b e s e s e e nRe e s e e b e e e n e e neeeanneenne s 2
OOO03HAYCHUST Y COKPAIIICHIIS ...evveeuteeesteeaueeeasseeaassesasseesssseesssseeasbeeessbeeessbeeeanbeeeasbeeeasbeeeanseeeanneesnnns 4
1 (01331187 (SR oY) (0 X=) 205 5 SUUUURR T 5
2 Lenu u 3amaun obecriedeHUss HHOOPMAITUOHHOM OC30TTACHOCTH ...vvvvevvererireessireesssreesssnessssnennns 5
3 [Tpunnumner o6ecriedeHus HHOOPMAITTOHHOM OC30TIACHOCT . ... vvveevreeessreessireesssreesssseesssnessssneenns 7
4 OcHoOBHBIE TPeOOBAHUS I10 3aIUTE HHOOPMAITUN OTPAHUYEHHOTO JOCTYIIA vovvvveervveesiveesineens 8
5 OcHoBHBIE TpeOOBaHUS K IIpolieccaM oOecTieueHruss THPOPMAITMOHHOM 0€30MMaCHOCTH .......... 11
6 OcHoBHBIE TPeOOBaHUS K IIpolieccaM yIpaBieHHs] HHPOPMAIIMOHHON 0€30MacHOCTHIO ......... 16
7 I E2) 011 012 ()21 (PP PPOPRPTR PRI 17
8 CHHUCOK UCTIOJIB30BAHHBIX MCTOUHMKOB ....cuvteeistreesutreessteeessseeessteeesnssesssseesssneesssnessssseesssseesssnes 19



AyTeHTH)HUKAIHS

Bbezonacuocts nHpopmanyuu

['ocynapcTBeHHast
UH(POPMALIMOHHAS CHCTEMa

Joctyn x nHpOpMauu
HocTynHocTb

3amuTa uHGOpMAIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amunaemas nHhopManus

WNnentudukanus

WNudpopmannonnas cucrema

HNHdopmannoHHbIe pecypchl

Nudpopmaninonubie
TEXHOJIOTHH

Nudopmanus

KonTponupyemas 30Ha

KonpuneHnuansHOCTh

O6paboTka nepcoHaIbHBIX
JIAHHBIX

TEPMHAHBI U OIIPEJAEJIEHUA

JleficTBUSL 1O TMpPOBEpPKE MOAJIMHHOCTH CYOBEKTa JJ0CTyIa
B HH(OPMALIMOHHON CUCTEME
CocTosiHME  3alMIIEHHOCTH
o0OecrieyeHbl  ee
U LEJIOCTHOCTh
HNndopmannonnas cucrema, co3iaBaeMas B LIEJISX pealin3aluu
IIOJIHOMOYUI roCy/1apCTBEHHBIX OpraHoB
n obOecrieueHusi oOMeHa HHpOpPMAUEH MEXIy OJTHMH
OpraHami, a TaKKe€ B MHBIX YCTAHOBJEHHBIX (hemeparbHbIMU
3aKOHAMHU LENSIX

Bo3MokHOCTB TOTy4eHUsI HHPOPMAIIUH U €€ UCTIOIb30BaHUS
CocrosHue uHpOpPMAIMH, XapaKTEpU3yeMoe CIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HMH(POPMALMOHHBIX TEXHOJIOTHHA
obOecrieunBaTh OECHPENATCTBEHHBIM MOCTYN K HH(pOpMaIuu
CyOBEKTOB, UMEIOLIUX HA ATO MOJHOMOYHS

3amuTa uHpOpMaNMM, HamNpaBlIeHHAas Ha MPEIOTBpAIICHHE
MOJTyYeHHs 3alIMIIaeMoil WHPOpMaUU 3aMHTEPECOBAHHBIMU
CyObeKTaMH C HapyIIEHUEM YCTAaHOBIIEHHBIX HOPMATHBHBIMU
U TpPaBOBBIMM JOKYMEHTaMHU (aKTaMu) WJIM 00JaiaTeIsiMu
uHpOpMallUM TPaB WM MPaBWJI Pa3TPaHUYCHUS JOCTYIa
K 3alluiiaeMoi nHpopManuu

uHpOpMaInH,
KOH(HICHIINATIBHOCTB,

IIPU KOTOPOM
JOCTYITHOCTh

I/IH(bOpMaI_H/IH, ABJpAOmadgcsa  1npecaIMEeToM COOCTBEHHOCTH
n noaiiekKamiasa 3almMTe B COOTBCTCTBHUU C Tpe6OBaHI/I$IMI/I
IIpaBOBbBIX AOKYMCHTOB 50044 Tpe60BaHI/I$IMI/I,

yCTaHABJIMBAEMBIMU COOCTBEHHHKOM MH(POPMALIUU
[IpucBoenue cyObekTaM 1 00bEKTaM JOCTYIA UACHTU(UKATOpa
n (WIM) CpaBHEHUE IMPenbsABISEMOro UAECHTU(UKATOpa
C MepeyHeM MPUCBOCHHBIX HJIEHTH(PHUKATOPOB

CoBOKYNHOCTh cojiepikalleiicss B 6a3ax JAaHHBIX MH(QOpMaIU
u obecrieynBaOIMX  €e  00paboTKy  MH(OPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB

OTnenbHbIE JOKYMEHTBHI M OTJENIbHBIE MACCUBBI JTOKYMEHTOB,
JOKYMEHTHI W  MacCHBBI  JIOKyMEHTOB, COJepiKallrecs
B MH(DOPMALIMOHHBIX ~ cUCTeMax (OMOmMoTeKkax, apXuBax,
¢donnax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CUCTEMAX JIPYTHX
BU/JIOB)

[Ipoueccel, MeToapl MoMCKa, cOopa, XpaHEHHs, 0O0padOTKH,
MIPEJOCTABIEHUS, PACIPOCTPAaHEHUsT UH(OPMAIMK U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MIPOLIECCOB U METOJIOB

Cenenus (cooOrmenus, JTaHHBIE) HE3aBUCHUMO
oT (hOPMBI MIX TIPEICTABICHHUS
[IpoctpancTBo  (TeppuTopus, 3AaHHME, YacThb  3/aHUA),

B KOTOPOM HUCKJIFOUEHO HEKOHTPOJMPYEMOE MpeObIBAHUE JIHUII,
HE MMEIOLIUX T[OCTOSHHOTO WJIM  Pa30BOr0  JIOMYCKa,
Y TIOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

OO6s13aTenbHOE TSI BHITOTHEHUS JTUIOM, TMOTYYHBIIUM JOCTYII
K ompeneneHHON wuH(oOpMaiuu, TpeOOoBaHWE HE TepeaaBaTh
Takyl0o HMHQOpPMAIMIO TPEeThbHM JHIlaM 0e3  coriacus
ee oOazaress

JlelicTBus (onepanuu) ¢ NEpCOHATbHBIMU JTAHHBIMU, BKJIIOYast
cOop, cucTeMaTH3aIuio, HAKOIUIEHWEe, XpaHCHHE, YTOYHCHHE



Onepatop

IIepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

VAI3BUMOCTE

[lenoctHOCTH

(oOHOBNIEHUE, N3MEHEHHE), UCIIOJIb30BAHNE, PACTIPOCTPAHCHHE
(BTOM umcie mepenady), 00e3NMUUBaHUE, OJOKHPOBAHUE,
YHUUYTOKEHUE TEPCOHANIBHBIX JAaHHBIX

TpaXIAaHUH WM IOPUAWYECKOE JIMIO, OCYILECTBIISIOLIHNE
NEeSTeNIbHOCTh MO AKCIUTyaTallMi WH()OPMALMOHHOW CHCTEMBI,
B TOM uHcie mo o0paboTke wuH(MOpMALNHU, COIEpKaIICHCS
B ee 0a3ax JaHHBIX

JIrobast uH(opMaIysi, OTHOCAIIASACA K NPSIMO WJIM KOCBEHHO
OTpeIeIECHHOMY HJIU oTpesiesiieMoMy (DU3HUECKOMY JIUILY
CoBOKYNHOCTh ~ yCIOBUH W (AKTOPOB,  CO3/AOLINX
MOTEHIUATILHYIO WIH peasibHO CYILLECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO  C  yTeUYKoH  uH(popManuu
W/WM HECAHKIIMOHUPOBAHHBIMU W/WJIM HENpeTHaMepEeHHBIMU
BO3/ICUCTBUSIMU Ha HEE

Henocratok (cmabocTh) MIPOTPAMMHOTO
(TIporpaMMHO-TEXHHUYECKOTO0) CPEICTBA MM HH(DOPMAITHOHHON
CHUCTEMBbI B II€JIOM, KOTOpPBIH (KOTOpasi) MOXKET OBITh
WCTOJB30BaHA JUIS  pealM3allid  yYrpo3  OE30MacHOCTH
nHpopmauu

YcroitunBocTh  MHQOpPMAMM K  HECAaHKIMOHUPOBAHHOMY
WM cIy4yailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3yJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHHE U UCKAKEHUE MHPOPMAIHH



OBO3HAYEHUA U COKPAILIEHU A

I'OCT P — T'ocynapcreennsiii crangapt Poccniickoit denepanuu

[TonuTrka — IMomutuka wHbOpMarmoHHoi Oe3omacHocTH [ocymapcTBeHHOE
OI0JKETHOE JIOIIKOJIBHOE 00pa3oBaTelIbHOE YUPEkKACHUE IECTCKUN
cag Ne56 IIpumopckoro paiiona Cankr-IletepOypra

I'BAOY — l'ocynapcTBeHHOE  OIOMKETHOE JIOUIKOJIBHOE 00pa3oBaTelbHOE
yupexaeHue gerckui can NeS6 Ilpumopckoro pairiona CaHKT-
[TerepOypra

®OCB Poccun — @enepanbHas cinyxk0a 6e3onacHocTr Poccuiickoit deneparuu

OCTIK Poccun — @enepanbHas CIy>k0a 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO



1 OBIIME IMOJIOKEHUSA

Hacrosmas [TonuTuka siBisieTcss JOKYMEHTOM, ONPEAEIISIONIUM HAaIPaBJIEHUS AESITEIbHOCTU
B obOmactu obecrieueHuss HWHGPOPMAIMOHHONH  0€30MacHOCTH M TPEACTABISIET  COOOM
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIeH U 3a/1a4 HHPOPMALMOHHON 0€30MacHOCTH, KaK OHO WIIN
HECKOJIBKO TMpPaBWJI, MPOIEAYp, MPAaKTUUECKUX MPUEMOB U PYKOBOAAIIUX MPUHIUIIOB, KOTOPHIMU
pykoBoactByercss [ BJIOY nerckwmii cam Ne56 Ilpumopckoro paiiona Cankr-IlerepOypra, a Takxe
OpPraHU3aI[MOHHBIX, TEXHOJIOTMYECKUX U MPOLEAYPHBIX acleKTOB oOecrneueHus: HHPOpMaIOHHOM
0€30MacCHOCTH.

[Tonoxxenus  Hactosameil  [lomutukun He  pacmpocTpaHsiloTcs Ha  oOecriedeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHYy.

OcHoBHoOI1 3a1aueli B o6sactu nHbopmarmonHon 6e3omacHoctu I'BJIOY nerckmii cag NeS6
[Tpumopckoro paiiona Cankr-IlerepOypra mnpu3HaeT COBEPIICHCTBOBAHHE MEp M CpEACTB
obecrieuenus 3ammThl MHGOpMaruu uHGopMaruoHHBIX pecypcoB I'BJIOY nerckuii cam No56
[Tpumopckoro paitona Cankrt-IleTrepOypra B KOHTEKCTE pa3BUTHS 3aKOHOJATEIbCTBAa Poccuiickoi
Qenepallii ¥ HOPM PETyIUPOBaHUS MHGOPMAIIMOHHON AESITENTPHOCTH B TEKYIIHUX YCIOBHSX
(GYHKIIMOHUPOBaHUS HH()OPMAITMOHHOTO TIOJIS.

[Tpu pa3pabotke [ToMUTUKN yUUTHIBAIMCH OCHOBHBIC MPUHIHUIIBI CO3AHUS CUCTEM 3alUThI
uHpoOpMaIMK,  XapaKTEepPUCTUKH W BO3MOXXHOCTH  OPraHU3AIMOHHO-TEXHUYECKUX  MeEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTPAMMHBIX CPEACTB 3aIlUTh HHPOPMAIIHIH.

B pamkax cBoeit nestenbHoctd ['BJIOY nerckuii cag Ne56 Ilpumopckoro paiiona CaHkT-
[TeTepOypra o0s3yeTCs MpeANPUHIUMATh BCE BOZMOXKHBIE MEPBI Ui 3alIUTH HH(GOPMAILUU OT yrpo3
0e301acHOCTH H(POPMAIIHH.

TpeboBanust uHGOPMAIMOHHON OE30MaCHOCTH, COOTBETCTBYIOT IIEJSIM JESTeNbHOCTH
I'BAOY nerckuit cax Ne56 Ilpumopckoro paiiona Cankt-lIletepOypra u mnpeaHazHauyeHbI IS
CHI)KEHHUSI PUCKOB, CBSI3aHHBIX C peanu3aliieit yrpo3 6e3omnacHoctu nHGOpMaIuu.

[Tonutuka nocrynaa Bcem pabotuukam ['BJIOY nerckuit cag Ne56 Ilpumopckoro paitona
Cankr-IlerepOypra u BceM MoIb30BaTEINsIM €T0 PECYpPCOB.

2 IEJIA U 3AJIAYM OBECIIEYEHW S TH®OPMAIIMOHHOM BE3ONACHOCTH

Cy0bexTbl HHPOPMANMOHHBINH OTHOIICHU I

CyOnextamu ripu obecrieuennu nHGopmanmonHout 6e3onacuoctu B 'BIOY nerckuii cag Ne56
[Tpumopckoro paitona Cankr-IlerepOypra sBasitoTCs:

PabOTHUKHU CTPYKTYPHBIX MOJIpa3esieHui (B TOM YKCIIe YBOJIEHHBIE);

rpaxjaHe, padoTaromye o J0roBopam rpaxJIaHCKO-IIPaBOBOrO XapaKkTepa;

¢busnyeckue muIa, NPEICTaBUTENN KOHTPAareHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00s13aTENILCTB;

dbusnueckue nuia, nojgasmue odpamienue B aapec ['BAOY nerckuii cag Ne56 ITpumopckoro
paiiona Cankr-IlerepOypra;

IOpUAMYECKHE JIUIA, B PAMKaX MCIIOJHEHHUS JIOTOBOPHBIX 00S3aTENIbCTB MM BO UCIOJHEHUH
TpeOoBaHUl cO CTOPOHBI 3aKOHOaTeNnbecTBa Poccuiickoii denepaui;

OpraHbl TOCYJJapCTBEHHOH BJIACTH.

O0bexTh HHPOPMALMOHHBIX OTHOLICHUH

O6bexTamMu HHYOPMAIIMOHHBIX OTHOIIEHUH SIBIISIFOTCSI:

uHpopmanmonusie pecypesl ['BJIOY nerckuii cax Ne56 Ilpumopckoro paiiona CaHKT-
[TerepOypra;

rocyJapcTBEHHbe  MH(pOpMalMOHHbIE  cuUcTeMbl — OmepaTopoM  KOTOPBIX  SIBJSIETCS
I'BAOY nerckuii cag Ne56 [Ipumopckoro paiiona Cankr-IlerepOypra;

npoiieccel 00padoTku nHPpopmanuu B nHpopMmarmoHHbIx cucremax I'BJIOY nerckuii can NeS6
[Ipumopckoro paitona Cankt-lIletepOypra, wuHpOpPMaNMOHHBIE TEXHOJOTHH, PETJIaMEHTHl |
MpoLeypbl cbopa, 00paboTku, XpaHeHus
U niepeadu nHpopMaluu;

uHpOpMallMOHHAs HMH(pacTpyKTypa, BKIIOYAIOMAs CHUCTeMbl 00paOOTKH, XpaHEHUs
U aHalin3a uHpopmanuu, IporpaMMHbIE U IPOTrPAMMHO-AIIIApaTHbIE CPEJCTBA, B TOM YHCIIE KaHAJIbI



CBSI3U U TEJIEKOMMYHUKALINHY;

CUCTEMBI M CPEJICTBA 3aIUTH HH(OPMAIINU, OOBEKTHI M MMOMEIIEHHUSI, B KOTOPHIX Pa3MeIleHbI
cpenctBa 00paboTKH HHPOPMAIIUH.

Henau o0ecneyennst UHPOPMALMOHHOI 6€30NIACHOCTH

OcHoBHO# 11e7BbI0 OOecrieueHust nHdopmarmonHou 6ezonacuHoctu I'BJIOY nerckmii cag No56
[Tpumopckoro paitona Cankt-IleTepOypra SBISIOTCS NSHCTBHS HAPaBJICHBI HA IOCTUKEHUE 3aLUThHI
CyOBbeKTOB MH(DOPMAIIMOHHBIX OTHOIICHWH OT BO3MOXKHOTO HAHECEHHS UM MaTepHalIbHOTO,
(U3UYECKOT0, MOPAILHOTO WJIM MHOTO yIIep0a, MOCPEACTBOM CIy4ailHOTO WM MPEAHAMEPEHHOTO

BO3/ICICTBUS Ha uH(pOpMaIIHIO,
B TOM YHCJIE!
obecrnieueHus OTKa30yCTOMYUBOTO (YHKIIMOHUPOBAHUS MPOrPaMMHBIX

u anmnapatHo-niporpammubix cpeactBs I'BJIOY nperckuii cag No56 Ilpumopckoro paiiona CaHKT-
[TerepOypra u npeaocTaBiIseMbIX CEPBUCOB;

COOJIIOJICHHsSI TIPABOBOTO PEXHMa HCIOJIb30BaHUS MAacCCHBOB M CpEACTB  00pabOTKH
nHpopmanuu;

NPEJOTBPALICHUS peaTH3aluyd Yrpo3 0e30macHOCTH HMH(OPMAIMM TpPU  OCYHIECTBICHUU
nesitenbHocTH ['BJIOY netckuii can Ne56 Ilpumopckoro paiiona Cankr-IletepOypra.

3agauu obecrnieyeHus HHPOPMAIMOHHOM 0e30NIACHOCTH

HocTmwkenue neneil odbecrieueHust HHOOPMAIIMOHHONH 0€30MaCHOCTH M CBOMCTB MH(OpMALINH,
I'BAOY nerckuit cag NeS6 Ilpumopckoro paiiona Cankrt-IlerepOypra pemiaercst clieayromuMu
3a/la4aMHu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMALMOHHBIM pecypcam;

pasrpaHuueHHs JOCTyIa MOJb30BaTelneld K WHPOPMALMOHHBIM, allapaTHbIM, MTPOTPaMMHBIM
U UHBIM pecypcam;

perucrpal M NEpUOAUYECKOTO KOHTPOJs JAEWCTBUH IOJb30BaTesned mpu 00paboTke
3anuIaeMoi nHdopMay U NepUOJUUYECKUI KOHTPOJIb KOPPEKTHOCTU UX ACHCTBUIA;

KOHTPOJISI LIEIOCTHOCTH CpEAbl HCIOJHEHHS NpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyIICHHUS;

oOecrieyeHUs ayTeHTHU()UKALUMU U HMJIEHTU(UKALMU  TOJIb30BaTeNel, Yy4acTBYIOLIUX
B MH(OPMaLIMOHHOM OOMEHE;

o0ecrieueHus WCIIPABHOCTHU IPUMEHSAEMBIX B UH(POPMALIMOHHBIX CHUCTEMAX
I'BAOY netckuii cag Ne56 IIpumopckoro paitona Cankt-IlerepOypra cpencts 3amiuThl THGOpMaIUY;

CBOEBPEMEHHOI'O BBISBICHHE HMCTOYHUKOB Yrpo3 0e30macHOCTH HWHQPOPMALUHU, NPUYUH
U YCIOBHMM, CIOCOOCTBYIOIIMX  HAHECEHHIO  yliepda  3alMHTEPECOBAHHBIM  CYObEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/IaHMEM CIIY>)KObl MOHUTOpPHHIA M pearupoBaHMs Ha Yrpo3bl 0€30MacHOCTH MH(OpMAIUH
Y HETaTUBHBIE ITOCIIECTBUS,

CO3JIaHUEM YCIIOBHMH JUIsi MUHUMH3AI[MM HAHOCUMOTO yIliep0a HepaBOMEPHBIMH JIEHCTBUSIMH,
U yCTpaHEHME IMOCIeICTBUI HapylieHus nHpopmannoHHoil 6ezonacHoctu B I'BJIOY nerckuii can
No56 IIpumopckoro paitona Cankt-IlerepOypra.

Pemenne BeimenepeuncinenHslx 3agad B ['BJIOY nerckuit cax Ne56 Ilpumopckoro paiiona
Cankrt-IleTepOypra ocymiecTBIsIETCS TOCPEICTBOM:

ydyeTa Bcex MOAJIeKAIINX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUS JEMCTBUM IepcoHalia, OCYIIECTBISIONIEr0 00CIyKUBAaHUE U MOIU(UKAIIHIO
IPOTPAMMHBIX M TPOrPaMMHO-AIAPATHBIX CPEJICTB MH()OPMAIIMOHHBIX CUCTEM;

periaMeHTanuu npoueccoB 00padboTku nHGopmanuu, neiicrsuit pabotaukos ['BJIOY nerckuii
canm No56 IIpumopckoro paitona Cankt-IlerepOypra, OCYIIECTBISIOMMX AKCILTyaTaIHIO
IIPOrPaMMHBIX U NPOTrPaMMHO-ANINAPAaTHBIX CPEJICTB, HA OCHOBE YTBEPXACHHBIX OpPraHU3ALMOHHO-
pacnopsiANTEIbHBIX TOKYMEHTOB 10 3alluTe HHPOpMAIIH;

Ha3HAYEHUs U MOJrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3ALMIO M OCYIIECTBICHHE
MeponpHusATHiA 1Mo obecriedeHuto nHpopmanoHHoi 6e3omacHoct B I'BJIOY nmerckuit cag Ne56
[Tpumopckoro paitona Cankt-IlerepOypra;

HAJIeJIeHUs1 KaXJ0ro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMM IpaBaMH INpu pabote



B HH(POPMAITMOHHON MHPPACTPYKTYPE COTIACHO UX JOJIKHOCTHBIM OOSI3aHHOCTSIM;

coOroficHHsI BCeMU paOOTHUKAMU, SKCIUTYaTUPYIOIIUMU U 00CTYKUBAIOIUMU MPOTPAMMHBIE
U TpOorpaMMHO-anmapaTHble  CPEICTBa, TPEOOBAHWN  OPraHU3AIMOHHO-PACTIOPSIUTEIBHBIX
JIOKYMEHTOB 10 BOIpocaM obecrieueHus: ”HPOpMaIMOHHON 6€30MacHOCTH;

MEPCOHAIbHONW OTBETCTBEHHOCTBIO KAXKJOTO pabOTHHKA 3a CBOM JEHCTBHUSI, Y4aCTBYIOIIETO
B paMKaX CBOMX (PYHKIIMOHAJIbHBIX OOS3aHHOCTEH B Mpolleccax aBTOMAaTU3MPOBAaHHONW 00pabOTKU
uH(OPMAIIUK U UMEIOIIETO JOCTYII K pecypcamM HHPOPMAIIMOHHBIX CHCTEM;

peanM3anyeldl TEXHOJOTHYECKHX MpOIEeccoB 00paboTku HHGOpPMAIMU C HCIOJIb30BAHUEM
KOMIUIEKCOB ~ OPraHU3allMOHHO-TEXHUYECKUX Mep 3allUThl  IPOTPAMMHOTO  OOecreueHus,
IPOrpaMMHO-aIAPATHBIX CPEJ/ICTB;

IPHUHSITHS MEP 10 00eCTIeYeHIIO PU3NIECKON IIEIIOCTHOCTH MPOTPaMMHO-ANIapaTHBIX CPEICTB
MH(OPMALIMOHHBIX CUCTEM U MOJJIep)KaHuEeM HEOOXOIMMOI0 YPOBHS 3alIUIIIEHHOCTH KOMIIOHEHTOB;

UCIIOJIb30BaHUsI MPOTPAMMHBIX U MPOTPAMMHO-AMITAPATHBIX CPEJCTB 3aIIUTh WHGOPMAIUU
obpabateiBacMmom B ['BJIOY nerckuii cam Ne56 Ilpumopckoro paiiona Cankt-lIleTepOypra wu
aIMUHUCTPATUBHON MOAJIEPKKOM UX UCIOJIb30BaHHUS;

KOHTPOJISI  COOJIIOJICHUSI  TIOJh30BATeIIIMA ~ MH()DOPMAIIMOHHBIX ~ CHUCTeM  TpeOoBaHUI
1o o0ecreyeHn o HHPOPMaITMOHHON 0€30IacCHOCTH;

npoBeeHUs aHanu3a d(Q(HEKTUBHOCTH MPUHATHIX MEP 3alTUTHl HHPOPMAIH U IPUMEHICMBIX
cpenctB 3amuthl uHGopmanuu B ['BJIOY nerckuii cag Ne56 Ilpumopckoro paiiona CaHKT-
[TerepOypra;

pa3paboTKM W peaau3aluu MPeJIOKEHHH 10 COBEPIICHCTBOBAHUIO CHUCTEM  3allUThl
undopmanuu B 'BJAOY nerckuii cag Ne56 [Ipumopckoro paiiona Cankr-IletepOypra.

3 NPUHIMUIIBI OBECIEYEHUS TH®OPMAIIMOHHOM BE3OITACHOCTHU

Ob6ecrieueHne WHPOPMAITMOHHON 0€30MAaCHOCTH, JODKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CIIEAYIOUIMMU OCHOBHBIMH IPUHLIUIIAMM:

IIpuHIMD 3aKOHHOCTH

[Tpu BBIOOpE MeponpuUATHH MO 3amMTe WH(GOPMALMU, JOIDKHO COONIIOaThes JEHCTBYIOIIEe
3akoHozaTenbcTBO Poccuiickoit denepanuu B chepe 3auThl HHGOPMaLUK.

Bce pabGoTHHKHM TOMKHBI UMETh NpEACTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHHUS
B cdepe 3amuThl uHbopManuu. IIporpammHo-annaparHbele cpenctBa, npumensemsie B ['BJIOY
nerckuii cag Ne56 Ilpumopckoro paifona Cankr-IlerepOypra, T0MKHBI UMETh COOTBETCTBYIOIIME
JULEH3UU, O(PUIMATBHO NMPUOOpETaThcs Yy MpeNCTaBUTENEld pa3pabOTUMKOB 3THUX CPEIACTB WU
ABIATHCSA MHTEJUIEKTyallbHON cobcTtBeHHOCThIO ['BJIOY nmerckmii cam Ne56 Ilpumopckoro paiiona
Cankr-IlerepOypra.

IpuHIMI CHCTEMHOCTH

[Tpu co3maHuM CUCTEMBI 3alIUTHl JOJDKHBI YUUTBHIBATHCSA aKTyajdbHbIE YTPO3bl 0€30IaCHOCTH
uHpOpMalLlMK, BO3MOXKHbIE OOBEKThl M HAIpaBJICHUs aTaKk Ha HEE CO CTOPOHBI HapyIIUTENEH.
CucreMa 3aluThl 10J)KHA CTPOUTHCS C YIETOM HE TOJIBKO M3BECTHBIX KAHAJIOB YTEUKU HH(POPMAIIH,
HO U C yYETOM BO3MOKHOCTH MOSIBJICHHSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIIEUEeHUH.

IIpuHIUI KOMILIEKCHOCTH

KommiekcHoe HCToNib30BaHUE CPEACTB 3alMThl HH(OPMAIMK MPEoiaraeT CorjlacOBaHHOE
MPUMEHEHUE MPU MOCTPOSHUH IEJIOCTHON CHCTEMBI 3alUThl, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3bl 6e30macHOCTH MH(OpMAIMH. 3aliuTa J0JDKHA CTPOUTHCS 3IIeloHHpoBaHO. Dusnyeckas
3alUTa JI0JKHA o0ecrieunBaThesl GU3NMYECKUMU CPECTBAMHU M OPraHU3allMOHHBIMU MEPAMHU.

[Tpu mocTpoeHnu, BHEAPEHUH U HKCIUTyaTallMM CUCTEMBI 3alllUThl HH(POPMALIUU PYKOBOJICTBO
I'BAOY nerckuii cag Ne56 Ilpumopckoro paiiona Cankr-IletepOypra obecnieunBaeT yCaoBUs ISt
3pPEeKTUBHON KOOpAMHAIIMM JEHCTBHM BCEeX JHI, O00eCHeunBaAIONIMX HH(POPMAILMOHHYIO
0€30MacHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctembl 3alIUTHl HHPOPMAIMK JOJKHA BECTUCH MapajlielbHO C pa3paboTKoOi
U HMHQOpPMAIMOHHOW  CcHCTEMBl. OTO TO3BOJMT y4yecTb TpeOoBaHUS  0€30MacHOCTH



P TPOSKTHUPOBAHWU aAPXUTEKTYphl M, B KOHEYHOM cueTe, co3aarh Oonee d(QexkTuBHBIC
WH(OPMAIIMOHHBIE CHCTEMBI, 00JIaJaf0IINe JOCTATOUYHBIM YPOBHEM 3alIUIIIEHHOCTH.

[IpuHUUN TPeeMCTBEHHOCTH

[TocTosSsHHOE COBEpPIIEHCTBOBAHKE MEpP M CPEIACTB 3allUThl WH(POpMAIMM HAa OCHOBE
MIPEEMCTBEHHOCTH OpPraHU3AlMOHHBIX WU TEXHUYECKUX pPEIICHUH, KaJpOBOrO COCTaBa, aHaIM3a
(GYHKITMOHUPOBAHMST MH(POPMAITMOHHBIX CHCTEM W CHCTEMBI €€ 3allMThl C Y4€TOM H3MEHEHUI
B METOJaX M CpelIcTBax IepexBara HH(OpPMAIMH, HOPMATHUBHBIX TpeOOBaHUM [0 3aliuTe
uHpOpMaLnH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieueHre MH(POPMAITMOHHON 0€30MaCHOCTH U LIEHHOCTH
MH(OPMAILIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIepOa OT UX pasriiallleHus], yHUUTOKEHUS
U HCKaxeHUs. lcmomp3yeMble Mepbl M CPEICTBA 3alIMThl MH(QOpPMANMKU HE JOJDKHBI YXYIIIATh
SProHOMHUYECKHUE MOKa3aTeId KOMIOHEHTOB HH(POPMAIIMOHHBIX CUCTEM.

I[IpUHIKN 0TBETCTBEHHOCTH

Bo3noxeHue 0TBeTCTBEHHOCTH 3a o0ecredeHrue 0€301macHOCTH HHPOPMAIUKA U €€ 00paboTKH
Ha KaXJI0ro pabOTHWKA B Mpeleinax €ro MOJHOMOYHH. B COOTBETCTBHHM C STHUM MNPHUHIUIIOM
pacmpezieieHue MpaB U 00s3aHHOCTEW PAaOOTHHUKOB CTPOMUTCA TaKUM 00pa3oMm, 4TOOBI B Cilydae
JTF000T0 HAapyIIEHUS ObLT H3BECTEH HAPYIIUTENb.

IpuHIuN 000CHOBAHHOCTH M TEXHMYECKOH peaTn3yeMoCTH

WupopManinoHHbIe TEXHOJIOTHH, ITPOrPAMMHBIC U IIPOTPAMMHO-ANIAPATHBIC CPEACTBA, MEPHI
3amuUThl UHGOPMAIIUU JIOJDKHBI OBITH peaqn30BaHbl MO COBPEMEHHBIM PEIICHUSM, OOOCHOBAHBI
C TOYKH 3PCHUS JTOCTIKCHHS 3aJaHHOTO YPOBHS 3aIIUIICHHOCTH WH(POPMAIUU U IKOHOMUYICCKOU
[[EeCO00Pa3HOCTH, a TaKKe COOTBETCTBOBAaTh YCTAaHOBIEHHBIM HOpMaMm U TpeOOBaHUSM
1o 6e301acHOCTH WH(POPMAIIHH.

IIpuHun npodeccnonanuzmMa

Peanuzanuss mMep 3amuThl MHPOPMAIMM W IKCIDTyaTallus CPEJICTB 3allUThl HH(DOpMAINH
JOJI’KHA OCYHIECTBIATHCS MPOQECCHOHAIBHBIMU CIIEIIMATUCTAMH.

[TpuBiieueHNE CHICTIMATTM3UPOBAHHBIX OPTAHU3AIMNA K pa3paboTKe CPEACTB U peallu3aiui Mep
3alUThl UHPOPMAIINH, MOATOTOBIEHHBIX K KOHKPETHOMY BHAY ACATENBHOCTH MO OOECIeueHHUIO
0e30MmacHOCTH HH()OPMAIMOHHBIX PECYPCOB, HMEIOIIHUX ONBIT MPAKTUYECKON PabOTHI M JTUIICH3UHN Ha
MPaBO OKa3aHUs YCIYyT B ATON 00JIacTH.

IMpuHIUN MUHAMUA3ANUH TPUBHJIETHIT MOIb30BaTe/Nel

ObecrnieueHne MoJIb30BaTeIeH MPUBIWICTUIMU MUHUMAIBHO JOCTATOYHBIMU JIJIsI BHIIOTTHEHUS
VMU CBOUX JODKHOCTHBIX 00si3aHHOCTel B ' BJIOY nerckuii can Ne56 ITpumopckoro paiiona CaHKT-
[TerepOypra.

4 OCHOBHBIE TPEBOBAHUA 110 3AIMTE UHO®OPMALIUHN
OI'’PAHUYEHHOTI'O JOCTVYIIA

Cucrema 3ammTbl MHOOpMAIMK JOJDKHA TPEAYCMAaTPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
IPOTPaMMHBIX U TMPOTPaMMHO-AMIMAPATHBIX CPEICTB U Mep IO 3aluTe MH(pOpMAIMK B Ipolecce
ee 00paboTKH.

Brinonnenue TpeGoBaHM JOCTUraeTcs 3a CYET peaau3alii Ha 00BbeKTax MH(POpPMAaTU3AIUH
Mep 0 3aIuTe HHPOPMAIIHH:

UJICHTUPUKAIMY U ayTeHTU(DHUKAIIMH CYyObEKTOB JI0OCTYNA U OOBEKTOB JIOCTYTIA;

YIIPABJICHHUIO JOCTYIIOM CYOBEKTOB JIOCTYIA K 00BEKTaM JIOCTYTIA;

OTPaHUYEHUIO IPOTPAMMHOMN CPEbI;

3alIMTe MAITMHHBIX HOCUTEJIEH MEePCOHATBHBIX JaHHBIX;

peructpaimu coObITUil 0€301MacHOCTH;

AHTUBHMPYCHOM 3aIlNTE;

00OHapy>KEHHUIO BTOPKEHUIA;

KOHTPOJTIO (aHAIM3Y) 3al[UIIEHHOCTH MEPCOHANbHBIX TAaHHBIX;

00€CTeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U TIEPCOHAIBHBIX JIaHHBIX;

00€CTIeYeHHIO JJOCTYITHOCTH TEPCOHABHBIX JTAHHBIX;



3aIUTBI CPEIIbl BUPTYaIU3aLUU;

3alUThl TEXHUUECKUX CPE/CTB;

3alIUThl HH(OPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U MEpe/laul JaHHBIX;

BBISIBJICHUIO MHIIMJIEHTOB U PEarupoBaHuE Ha HUX;

yIpaBJIEHUIO KOHUrypanuei HHGOpMaMOHHON CUCTEMBI M CUCTEMBI 3alLIUThI IEPCOHATBHBIX
JTAaHHBIX.

I'BAOY nerckmit cam Ne56 Ilpumopckoro paiiona Cankt-IlerepOypra, kak oOriamaresnb
UH(OPMALIUU OTPAaHUYEHHOTO JIOCTYIIA, IIPU OCYLIECTBICHUN CBOUX IIPAB 0053aHO:

co0uIro1aTh MpaBa U 3aKOHHbIE HHTEPECHI MHBIX JIUL;

NPUHUMATh HEOOXOAUMBIE MEPHI 10 3aLIUTE HHPOPMALINH;

OrpaHMYMBATh JOCTYH K HMHQOpPMaLMH, €clIM Takas oOOA3aHHOCTh YCTAaHOBJIEHA
3aKoHoaarenbecTBOM Pocculickoit denepanumn.

B tom uucne I'BJIOY nmerckuii cag Ne56 Ilpumopckoro paiiona Cankrt-IlerepOypra, Bpase
€CJIIM MHOE HE MPENYCMOTPEHO 3aKOHOAaTeNbeTBOM Poccuiickoi denepanuu:

paspelarh Wik OrpaHUYUBaTh JOCTYII K HH(GOPMALIUH, ONIPEEIIATh HOPSII0K U YCIOBUS TaKOTO
JI0CTYTa;

UCII0JIb30BaTh MH(OPMAIMIO, B TOM YHCJIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHUIO;

nepeaaBatb MHGOPMAIMIO JAPYTMM JIMIIAM Ha YCTAaHOBICHHOM 3aKOHOJATEIbCTBOM
Poccuiickoii denepaiiriu OCHOBaHUY;

3aluIaTh YCTAHOBJIEHHBIMU 3aKOHO/aTenbcTBOM Poccuiickoit @enepanuu cnocodaMu CBOU
IpaBa B CIIy4ae HE3aKOHHOTO MOJIy4eHHUs! UH(OpMAIMK WK €€ HE3aKOHHOI'O MCII0JIb30BaHUS HHBIMU
JTULaMU;

OCYILECTBIIAATh MHBbIE JAEHCTBUS ¢ HMH(OpManueld WinM paspemaTb OCYIIECTBIEHHE TaKUX
JNEeHCTBUH, e€clii 3TU JEeUCTBUS HE MpoTHBOpedaT (enepajibHbIM 3aKOHaM M JApYTUM
HOpPMaTUBHO-IIpaBOBBIM akTaM Poccuiickoit Penepanuu.

3ammra wWHQOpPMAMK  OTPAaHUYEHHOTO JIOCTyNa MNPEACTABISeT COOOW  MPHUHATHE
OpPraHU3alMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX HA:

coOnrofeHre KOHQUACHIMAILHOCTH HHPOpMAIK (MCKII0YEHHE HEMPaBOMEPHOTO JIOCTYyIa,
KOIMMPOBAHUS, IPEIOCTABICHUS WIN PACIPOCTPaHEHUS HH(OpMAIIUHN);

o0ecrnieyeHne 1eI0CTHOCTH H(OpMalu (UCKIIIOU€HNE HETIPAaBOMEPHOTO YHUUTOXKEHUS
WIA MOJU(PUIMPOBAaHUS HH(DOPMAIUH);

peanu3alnuio Ipasa Ha JOCTYI K HHPOpMaIUH (UCKIIIOUEHHE HETIPAaBOMEPHOTO OJIOKMPOBAaHUS
UHPOPMALIUN).

CpeactBa 3amuThl HH(QOPMALUK BHEAPSIOTCS MO pe3yJbTaTaM IMpPOBENEHUS OLEHKU PHUCKOB
MH(POPMALIMOHHOM 0€30MacHOCTH.

Opranunzanus 3amuThl HHGOpManuu

[Tpu opranuzammu B I'BJAOY nerckuii cax Ne56 Ilpumopckoro paiiona Cankr-IlerepOypra
3alUTHl MH()OPMAIUH, JOJKHBI BRIMOJIHATHCA TpeOboBaHuss DeaepanbHoro 3akoHa ot 27.07.2006 Ne
149-®3 «O6 nnpopmanmu, MHGOPMAITMOHHBIX TEXHOJIOTUSAX U O 3allUTe WH(pOpPMAIMU», KOTOPbIE
perynupyroT OTHOIIEHUS, CBSI3aHHbIE
C YCTAQHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM peKUMa 00pabOTKHU 3aluiaeMoi HH(HOpMAaIIUH.
B Tom uncne TpebGoBaHUs O 3aliKMTe MHPOpPMAIMK, HE COCTABIIAIONIEH T'OCYJapCTBEHHYIO TaiiHY,
coJepxalieiics B TOCYZapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMaxX YTBEpXKIEHHBIE MPHUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «OO0 yTBepxkaeHHH TpeOOBaHM O 3ammTe HWHGOPMAIIHH,
HE  COCTaBJIOIIEH  TOCYAApCTBEHHYIO  TaliHy, COJepXkalleldcs B TOCYAApCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMAax» Il TOCYJapCTBEHHBIX HH(GOPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY nerckuii can Ne56 IIpumopckoro paiiona Cankr-IlerepOypra siBnsiercss OnepaTopom.

B I'BJIOY nerckuii cag Ne56 Tlpumopckoro paitona Cankt-IleTepOyprae moMumo peanusaun
OCHOBHBIX M€ 3alUThl HH(OPMAIIMU OCYIIECTBISAETC:

peryisipHas OIEHKa W  yIOpaBJIeHWE puckamMu  uHOOpMAIMOHHOW  0e30MacHOCTH
B COOTBETCTBHH C YCTAaHOBJICHHBIMHU MPOIETypaMy B OOJIACTH YIIPABJICHUS PUCKAMU;



nH(popmMupoBaHuUe, oOydeHue u MTOBBIIIICHHUE KBTI (UKAITIH PabOTHUKOB
I'BJOY nerckuii cag NeS6 Ilpumopckoro paiiona Cankr-IletepOypra B cdepe nHPOpMaIImOHHON
0€30I1aCHOCTH;

MeToAMYecKass TMOMOINb pab0OTHHKaM B BONpocax oOecrnedeHus WHPOPMALUOHHOM
0€30I1aCHOCTH;

aHaJU3 ¥ MOMCK BO3MOKHOCTEH I10 MOBBIIICHNIO YPOBHS 3alIMIIICHHOCTH WH(POPMAIINH.

Jns opranmzanuu 3anutel nHGopmanuu, I'BJI0OY nerckuit cag Ne56 IIpumopckoro paiioHa
Cankr-IlerepOypra BrpaBe NpUMEHSITH CPEICTBA U METOABI TEXHHUECKON 3aIUThI, TPEANPUHIMATh
Jpyrue, He IPoTUBOpeyalIe 3akoHoaarenbcTBy Poccuiickoit denepannu, Mepsl.

B pamkax oOecrieueHHs 3aUThl HHPOPMALIMH, B paMKaX TPYAOBBIX OTHOUICHUH HEOOXOIMMO
03HAKOMUTb O]l POCIUCH PAOOTHUKOB, TOCTYI KOTOPBIX K MH(POPMALMU OTPAaHUYEHHOTO JI0CTYIIA,
HEOOXO/IUM JUISI BBITIOJIHEHHUSI UMU CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ rmepeyHeM MHpopManuu
OrpaHr4eHHOro foctyna, u npuHiaThiMu B 'BJIOY nerckuii cag Ne56 Ilpumopckoro paiiona CaHKT-
[TerepOypra Mepamu 3aIKUTHl HHPOPMALIUH.

Oc00eHHOCTH 31U THI NEPCOHAJTBHBIX JAHHBIX

ITpu opranuzanuu obpadotku B ['BJIOY nerckuit cag NeS56 Ilpumopckoro paiiona CaHKT-
[TerepOypra  mepcoHaNbHBIX  JAHHBIX  HEOOXOAMMO  PYKOBOJCTBOBATHCS  TPEOOBaHUSIMHU
denepalibHOTO 3aKOHa oT 27.07.2006 Ne 152-@3
«O nepcoHaNbHBIX TaHHBIX).

[Tepeuens mep, BeimoHeHHE KOTOphix obecnieunBaet [ BIOY nerckuii cax NeS6 [Tpumopckoro
paiiona Cankt-IlerepOypra B kauecTBe oneparopa NepcoOHaIbHBIX JaHHbIX, 10JIKEH BKIIIOYATh:

HazHauenne B ['BJIOY nerckmit cam No5S6 Ilpumopckoro paiiona Caunkrt-IlerepOypra
OTBETCTBEHHOTO 3a OPraHU3aLUI0 00Pa0OTKU MEPCOHAIBHBIX JaHHbIX;

pa3paboTKy JOKYMEHTOB, ONPENESISIONINX PaB/Ia B OTHOIIEHHH 00pa0OTKU TEPCOHATBHBIX
nanHbix B ['BZIOY nerckuii cag Ne56 Ilpumopckoro paitona Cankr-IletepOypra, 10KalbHBIX aKTOB
10 BOTIPOCaM 00pabOTKH MEPCOHABHBIX JTAHHBIX

IPUMEHEHHE OPraHU3alMOHHBIX M TEXHMYECKMX Mep Mo oOecrneyeHuio 0e30IacHOCTH
MIEPCOHAIBHBIX JaHHBIX B COOTBETCTBUHU cO cTatheil 19 denmepambHoro 3akona ot 27.07.2006
Ne 152-@3 «O nepcoHalbHBIX JaHHBIX,

BBINTOJIHEHNE TPEOOBAHUHN O COCTABY M COAEPIKAHUIO OPTaHU3AMOHHBIX M TEXHHUECKUX MEp
1o obecredyeHuto 0e30MacHOCTH NEePCOHANBHBIX JAaHHBIX MPHU MX 00paboTke B MH(POPMAIMOHHBIX
cucTeMax MepCOHANbHBIX MaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBep:KJIEHHH COCTaBa U COAEP)KaHUS OPraHU3allMOHHBIX U TEXHUYECKHUX Mep M0 00eCTIeYeHUI0
0€30MacHOCTH MEPCOHAIbHBIX JIAHHBIX MpU HX 00paboTke B HH(GOPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIXY,

OLICHKY Bpe€Ia, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM TePCOHAIBHBIX JaHHBIX
B cinyyae HapymeHus @PenepansbHoro 3akoHa Ne 152-d3; cooTHolIEHHE YKa3aHHOTO Bpena
U MIPUHUMAEMBIX OIMEPaTOPOM Mep, HalpaBIICHHBIX Ha OOECII€YeHHE BBITIOJTHEHUSI 0OS3aHHOCTEH,
npenycMoTpeHHbIx denepanbHbiM 3akoHOM Ne 152-D3;

o3HakomsieHne pabotHukoB I'BJIOY nerckuit cag Ne56 Ilpumopckoro paitona CaHKT-
[TerepOypra, HEMOCPEACTBEHHO OCYILECTBISIONIMX OOpabOTKY MNEPCOHAJIBHBIX JaHHBIX, C
MOJIOKEHUSIMU 3aKOHOJIaTEIbLCTBA Poccuiickon denepanun
O TEepPCOHAIBHBIX JaHHBIX, B TOM YHCJIE€ TPeOOBAHUSAMH K 3allUTe IEPCOHAIBHBIX JaHHBIX,
JTOKyMeHTamu, omnpeaenstomumu tpedoBanus ['BJIOY nperckuit cax Ne56 Ilpumopckoro paiiona
Cankr-IlerepOypra B OTHOLIEHHHM OOpaOOTKM TEPCOHAIBHBIX JaHHBIX M OOyueHue, NpuU
HEO0OXOIUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

Obecneuenne 6€30MaCHOCTH MEPCOHABHBIX TAHHBIX JOCTUTaeTCsl, B YaCTHOCTH:

onpejieiecHueM  yrpo3 U HapymuTened  0€30MacHOCTH  MEPCOHAIBHBIX  JIaHHBIX
pu uX 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX;

OTIpEeNIeICHUEM  YPOBHS  3aIIMIICHHOCTH TEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHH
¢ TpeboBanusimu ITocranosnenus IIpaButenscrBa Poccuiickoit deneparmu ot 01.11.2012 Ne 1119
«O06 yTBepxkJIeHMH TpeOOBaHMM K 3allMTe IMEePCOHAJIBHBIX JaHHBIX NpU HUX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEePCOHATBHBIX JaHHBIX»;



NPUMEHEHHEM MPOMICIIINX B YCTAHOBJICHHOM IIOPSAKE TMPOIENypPY OLEHKH COOTBETCTBHUS
CPEZCTB 3alIUTHI HHPOPMAIUH;

OLIEHKON 3((PEKTUBHOCTH MPUHUMAEMbIX MEp MO 3allUTe NePCOHAJIBHBIX AAHHBIX O BBOJA
B DKCILTyaTaIMio HH(HOPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX TAHHBIX

BOCCTAHOBJICHUEM IIE€PCOHANBHBIX JaHHBIX, BCIEACTBUE MOJYYCHUS! HECAaHKIIMOHUPOBAHHOTO
JOCTYTIA K HUM;

YCTAaHOBJICHMEM MpPaBWJI  JIOCTYyHa K [EPCOHAIBHBIM  JaHHBIM, OOpabaThIBAaEMBIM
B HMH(MOPMAIIMOHHBIX CHUCTEMaX IEpPCOHAIBHBIX JAHHBIX, a TaKKe OOECIEYCHHEM pPETHUCTPAIUU
U ydeTa BCeX JICHCTBUIL, COBEpIIaeMbIX C IEPCOHAIBHBIMHI JAHHBIMU B HH(OPMAIIHOHHBIX CHCTEMaxX
NEPCOHANBHBIX JaHHBIX;

KOHTPOJIEM 3a MIPUHIUMAEMBIMHA MEpaMH IO 3aLIUTE MEPCOHANBHBIX JAaHHBIX U ONPEEIICHHOTO
YPOBHS 3aIIMIICHHOCTH HH()OPMALMOHHBIX CHCTEMaX IEPCOHAIBHBIX JaHHBIX B IPOLECCEe
€€ IKCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHUMSA K HPOHECCAM OBECHIEYEHMS
NHO®OPMAIIMOHHOMU BE3OIMTACHOCTH

MeTtoanueckoe pyKOBOJCTBO, pa3pabOTKy pelieHui 1Mo 3ammre nH(OopMaIim, corjacoBaHHe
BbIOOpa CPEJCTB BBIYUCIUTENIBHOW TEXHUKH, MPOrPaMMHBIX U IIPOrpaMMHO-AIAPaTHBIX CPEICTB
3Tl MHQOPMAIMH, OPTaHU3AIMI0 PabOT IO BBISBICHUIO BO3MOXHOCTEH U MPEXyNPEKIACHUIO
YT€UKH U CBOMCTB 3alUIaeMON HMH(OpMAIMM, AaTTECTalui0 OOBEKTOB HH(POpPMATU3ALUU
OCYIIECTBIISIIOT KOMIIETEHTHbIE CTPYKTypHble moapasaenenus I['BIOY nerckuit cag Ne56
ITpumopckoro paiiona Cankr-IlerepOypra.

duznyeckas 0e30MaACHOCTH

[TpunsTBIE OPraHN3allMOHHBIE U TEXHUYECKHE Mephl 110 3aiuuTte noMmenenuit I'6/I0Y nercknii
can Ne56 Ilpumopckoro paiiona Cankr-IlerepOypra, cepBepHOro M KOMMYTallMOHHOI'O
000pyI0BaHUs, aBTOMAaTU3UPOBAHHBIX PA0OYMX MECT IOJIb30BaTeNiell MHPOPMALMOHHBIX CHCTEM
I'BAOY nerckuit canx Ne56 Ilpumopckoro paitona Cankr-IlerepOypra o6ecrnednBaroT peann3aluio
CIIEYIOIIUX MEp IIO:

pasrpannyeHuto focryna padotHukoB B nomenieHus [’ bJIOY nerckuii can Ne56 IIpumopckoro
paiiona Cankt-IleTepOypra B COOTBETCTBUU C UX MTOJIHOMOYHUSMH U JOJPKHOCTHBIMHU 00513aHHOCTSIMH;

peructpanuu (akToB BXoJa paOOTHUKOB B TOMELIEHHMS B KOTOPBIX BeJeTcs oOpaboTka
NEPCOHAIBHBIX JaHHBIX;

KOHTpOJIMpyeMoMy TmpeObiBaHuio mnoctopoHHux Jjun B ['BJAOY nerckuit cag Ne56
[Tpumopckoro paifona Cankrt-IletepOypra B momelieHHus, B KOTOPbIX BeeTcs oOpaboTka
nH(pOpMallMK OrPaHUYEHHOIO JOCTyNa M pa3MElIeHbl annapaTHble cpeAcTBa MH(OPMaLUOHHON
CUCTEMBI,

OpraHU3aIMU PeKUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEJICTB 00pabOTKH MH(DOpMAITUH.

[Tomemenuss I'BJIOY nerckmii cax Ne56 IIpumopckoro paitona Cankt-IlerepOypra g0 KHBI
OBITH 000PYAOBAHBI AIETEKTOPAMH OTHS U JIbIMa, OTHETYIIUTENIMU, CUCTEMaMH KOHAULIMOHUPOBAHUS
BO3/lyXa, CPEICTBAMH OXPaHHO-TI0KapHON CUTHAJIN3ALINH.

OcHoBHOe cepBepHOE U KoMMyTanuoHHoe ob6opynoBanue ['BJIOY nerckuit cam Ne56
[Tpumopckoro paitona Cankt-IlerepOypra A0/KHO OBITH 3alIMIIEHO OT mepeboeB B mojaue
AIIEKTPOIHEPTUHU ITYTEM MOIKIIOUEHHS K JIEKTPOCETH C IPUMEHEHNEM HCTOUYHUKOB Oecriepe0oiHOro
NUTAHUS U PE3EpPBHOTO AM3eNb-TeHepaTopa. VcTouHuku OecriepeOOMHOr0 MUTaHUs HEOOXOIUMO
PEryJIIpHO TECTUPOBATH U MPOBEPATH yHnojdHOMO4YeHHbIM paboTHHkaM ['BJIOY nerckuii cag Ne56
[Tpumopckoro paiiona Cankt-IlerepOypra B COOTBETCTBUH C PEKOMEHIAUSAMH ITPOU3BOIUTEIS.

[TopTaTUBHBIE TEXHUYECKHE CPEICTBA HE IOJKHBI OCTABaThHCS 3a MpeieaMi KOHTPOIUPYEeMOi
30Hbl ['BJIOY nerckmii cam Ne56 IIpumopckoro paitona Canxt-IlerepOypra 6e3 KOHTpoJis CO
croponbl pabotaukoB [ BJIOY nerckuii cag Ne56 Ilpumopckoro paitona Cankr-IlerepOypra.

Be3onacHocTh Ha paGoueM mecTe

3anpermiaercss BECTH 3allMCh Mapojied B OTKPHITOM BHUIE Ha MaTepHaJbHBIX HOCHUTEI,
3a UCKJIIOUEHUEM CIIy4aeB, PETIAMEHTHPOBAHHBIX METO/I0B XPAaHEHUS.



JIOKyMEHTbl U HOCUTENIM C HH(OpMalMeil OrpaHMYEHHOTO AOCTYyNa IOJKHBI YOHpaThCs
B oleyareiBaeMble Mecta (cei¢pl, mKkapsl M T.O1.), HpU yxoJae ¢ paboyero Mecra.
Ha aBromaTtusupoBanHom pabouem mecte [Tonb3oBarens pabouas ceccusi JoiKHA ObITH MPEpBaHa,
paboumii cron 3abmokupoBaH. Bxonm Tmosib30BaTeds B CHUCTEMY HE JIOJDKEH BBIOJHSITHCS
ABTOMAaTUYECKH.

JIOKyMeHTBI, cofeprkalre HHPOPMALIUIO OTPaHUYEHHOTO IOCTYIIA, TOJIKHBI CPa3y U3bIMAThCS
U3 TMeyaTalolux ycTpoicTB. Jlng yTwimzanuu KOH(PHUIECHIUAIBHBIX JIOKYMEHTOB, JOJKHBI
UCTIOJIb30BAaThCSl YHUYTOXKHUTEIN JOKYMEHTOB HEe HM)KE 4 YpOBHS IO CTaHIapTy O€30MacHOCTH,
MIPUMEHSAEMOMY K YHUUTOXUTEISM JOKYMEHTOB.

[Ipy wWCMONB30BAaHWK MOOWIIBHBIX ~TEXHHYECKHX CPEICTB HEO0OXOIuMO  COOII0IaTh
JIOTIONTHUTEJIbHBIE MEphl M0 PErjIaMEeHTAallMd W KOHTPOJIIO HCIHOJb30BaHUS B HMH(DOPMAIIMOHHOM
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHue mnpencraBuTenedl OPUAMYECKUX JIMIL B paMKaxX MCIOJHEHUS JOTOBOPHBIX
00513aTeNIbCTB B TOMEUICHUSAX B KOTOPBIX BeeTcst 00padoTka MHPOPMALIUK OTPAaHUYSHHOTO JJOCTYIIA
WH()OPMAITMOHHOW CHCTEMBI, BO3MOXXHO TOJIbKO B compoBoxjacHHH padoTHuka ['BAOY nmerckwuit
cax Ne56 Ilpumopckoro paiiona Cankt-IlerepOypra momymieHHOro O 00pabOTKH TaKou
uHpopmanuu.

Pa3menienne TeXHUYECKUX CpeACTB BbIBoJA MHpopMmanuu B nomemenusx ['BJJOY nerckuit
canx No56 IIpumopckoro paitona Caskt-lIlerepOypra MpOU3BOIUTCS C YYETOM HCKIIOUYECHUS
BO3MO>XHOCTH BH3YaJbHOTO MPOCMOTpPa WH(GOPMAIIUK TTOCTOPOHHUMH JIUIIAMH B PabOTHUKAMU, HE
JOTIYIIEHHBIM K paboTe ¢ JaHHO# nHbopMaruei.

TexHuveckue cpeacTBa JOJDKHBI Pa3MEIIaThCs U XPAHUTHCS TAKUM 00pa3oM, 4TOOBI COKPATUTD
BO3MOKHBIN PUCK OBPEKIECHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Texnuveckoe 00cIy;KUBaHue 000Py10BaAHUS

Texuuueckue cpenctsa I'BJIOY nerckuii cag Ne56 IIpumopckoro paitona Cankt-IlerepOypra
JOJDKHBI TIPOXOAMTh HAa PETYJSIPHOM OCHOBE CEpBUCHOE OOCIY)KMBaHHE B COOTBETCTBHU C
PEKOMEHIalMsIMU TTPOU3BOIUTENEH 000PYIOBaHHUS.

PemoHT u cepBucHOE OOCHTY)XKHMBaHHE OOOPYJOBAHHS JOJDKHBI BBITIOJHITHCS TOJBKO
KBaJTU(DUIIMPOBAHHBIMU CTICIIMATTUCTAMH.

TexHuueckoe oOCTyXMBaHUE OOOPYIAOBAHMS CTOPOHHMMH OpraHU3allUsIMH HE JOJIKHO
MPUBOJUTH K PUCKY HAPYIICHUS KOH(PHUIEHITUAITBHOCTH 3aIIMIAeMON HH(OpMAIIUH.

B3aumoneiicTBue ¢ TpeTbUMHM JIUIIAMH

B menax obGecneuenuss undopmarmonnoit 6e3zomacHoct ['BAOY gerckmit cam Ne56
IIpumopckoro paiiona Cankr-IlerepOypra pu B3aUMOJICVCTBUU
C TPETHUMHU JIMLIAMH JIOJKHO BBIIOJIHATH CIEIYIOLINE MEPOIIPUATHS TO:

3aKJIIOYEHUIO COTJIAIIEHHUs O HepasMIalleHMM WH(QOpMalMd OrpaHUYEHHOIo JOCTyIa
MOJTyYEHHOU B X0J1€ UCTIOJHEHHSI IOTOBOPHBIX 0053aTEIbCTB,;

OCYIIECTBJICHUIO KOHTPOJS 3a JAECUCTBUAMU IpEACTAaBUTEIECH KOHTPAareHTOB B Ipelesiax
koHTpoaupyeMoii 30Hb ' BJIOY nerckuii can Ne56 ITpumopckoro paiiona Cankrt-IlerepOypra.

YnpasJ/ieHue ;KU3HEHHBIM IUKJIOM HH(POPMALMOHHBIX CHCTEM

MepormpusaTas B mpolecce KU3HEHHOTo 1ukia nHpopMannoHubix cucreM ['BJIOY nerckuii
cag Ne56 Tlpumopckoro paitona Cankt-IleTrepOypra moybKHBI OBITH HaIlpaBJiICHBI HA 00ECTICUCHHE
3amuThl WH(QOPMAIIMK TIPH BBOJE B JCUCTBUE, DKCIUTyaTaIlH, COMPOBOXKICHUN U MOJEPHU3AINH,
BBIBOJIa U3 HKCILTyaTaI[1H.

OcHoBaHWeM TMpU pa3padOTKe HHPOPMAIMOHHBIX CHUCTEM JOJKHBI SIBISTHCS pEIICHUs
NPUHATBIE Ha CTaauu (GOpMUpPOBaHUSA TpeOOBaHMI, cojepkalire TpeOOBaHUS B TOM 4YHCIIE
M0 CUCTEME 3aIIUTH HHPOPMAIIHH.

Jlro6oe mranupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIIMOHHON CHCTEMBI MTPEIBAPUTEIILHO
JMOMKHO  OBITh ~ MPOAHAIM3MPOBAHO HA  COBMECTUMOCTh W OTCYTCTBHE  HApYIICHHIA
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3aIUTHI UH(POPMAIIUHU.

PaGotel mo MopepHuzanuu WHGOPMAIMOHHOW CHUCTEMBI, B TOM 4YHCJIE€ IO YCTAaHOBKE
MIPOTrpaMMHOTO OOecTieueHrsI 1 OOHOBIICHUH, TOJKHBI TPOBOJIUTHCS B HEpabodee BpeMs U BpeMs
HauMeHbIIeH pabouel Harpy3Ku.



[Ipu BbIBOAE W3 HKCIUTyaTallMM WMH(OPMAIMOHHBIX CHCTEM JIOJDKHO oOOecreunBaThes
rapaHTUPOBAaHHOE yjajeHue oOpabaThiBaeMON U XpaHUMOW B HUX HH(POPMALIUH C HCTIOJIb30BAaHHEM
CPEACTB rapaHTHUPOBAHHOIO YHUYTOKEHUS MH(POPMALUU WIN IyTeM (PU3MUECKOr0 YHHUYTOXKEHUS
HocuTeneil nHdpopMarum.

Bce nponenypsr o6ecniedeHus 3amutel nHGopmaiuu, ycranosiennbie B ' BJIOY nerckuii can
Ne56 [Ipumopckoro paiioHa Cankr-IlerepOypra
B OTHOWIEHHMM HWH(POPMALMOHHBIX CHUCTEM, JOJDKHBI BBIIOJHATBCA M KOHTPOJUPOBATHCA
OTBETCTBEHHBIMH JIMLIaMH 32 OPTaHU3aLKI0 PadOT MO 3alKTe HHOOPMAITHH.

KonTpoas 1ocryna k uHGpOpMALUOHHBIM CHCTEMaM

Bce pabornuku I'BAOY nerckuii cam Ne56 Ilpumopckoro paiiona Cankt-IlerepOypra,
JIONYILIEHHbIE K paboTe ¢ MH(GOPMALMOHHBIMU CUCTEMaMM HECYT N€PCOHAIbHYIO OTBETCTBEHHOCTb
3a HApYLIEHHsI YCTaHOBJIEHHOTO TOPsiIKa 00pabOTKKU MHPOPMALIUH.

YpoBeHb nmoaHOMOYHNH MoJIb30BaTels B mHGopmarnronHo cucteme I'BJI0Y nerckuii cam Ne56
[Tpumopckoro paiiona Cankt-IletepOypra HOKEH ONpEAETSIThCI B COOTBETCTBHH C €O
JOJDKHOCTHBIMU O0S13aHHOCTSIMH.

Hoctyn monp3oBarencii kK wHpopManuoHHbIM cuctemMaM ['BJIOY  nmerckumit cam Ne56
[Tpumopckoro paifona Cankt-IleTepOypra JOKEH KOHTPOJIUPOBATHCA —AJIMHUHHUCTPATOPOM
MH(OPMaLIOHHON CUCTEMBI.

Ocy1ecTBieHHE PErYJISIPHOTO KOHTPOJIS BBIIOJHEHMS] OpraHU3aliOHHO-PACIOPAIUTEIbHBIX
JIOKYMEHTOB, KacaroIlMXcsi perjiaMmeHrtanuu jaonycka padotHukoB I'BJIOY nerckuit cax Ne56
ITpumopckoro paiiona Cankrt-IlerepOypra k nH(pOpMALMOHHBIM CHCTEMaM.

HNnentudguxanusa v ayreHTHGUKALUA

JocTtyn mnosb3oBareneil K MHGOPMALMOHHBIM CUCTEMaM JOJDKEH MPEAOCTABIATHCS TOJBKO
1I0CJIE YCIICIIHOTO 3aBEPUICHUS MACHTH(PHUKAIINN, ayTCHTU(DUKAIUH.

[Tonydyenue mnonb3oBaTesieM HMMEHM B HH(GOPMALMOHHOM CHUCTEME M MapoJis, KOTOpbIE
00eCTIeYnBarOT TOCTYI K HH(GOPMAIIMOHHON CHCTEME, JOJDKHO OCYIIECTBIISATHCS 10 TPEACTABICHUIO
PYKOBOIMTEIS CTPYKTYPHOT'O IIOAPA3ACICHUS.

YupasiieHue 10CTyIOM

B TI'BAOY nperckuit cax Ne56 IIpumopckoro paiiona Cankr-IletepOypra moimkHO
OCYIIECTBIISITHCS YIPABIECHUE JOCTYNIOM K MH(OPMAIMOHHON CHCTEME MOCPENCTBOM pealln3aluu
HEOOXO/JMMBIX  METOJOB, THUIIOB W TPaBWJI  pPa3TPaHUYEHUs JIOCTyNa  I0JIb30BATENAM
uHpopmarnmonnoit cucrembl ' BJIOY nerckuit cag Ne56 Tlpumopckoro pairiona Cankrt-IletepOypra.
B Tom uncie oGecnieyeH 3auIeHHbIH yAaIeHHbIH J0CTYN CyOBEKTOB 10CTyNa K 00bEeKTaM JJOCTyna
yepe3 BHEIIHUE UHPOPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIE CETH.

Bbe3onacHocTh npu padore ¢ HOCUTEJIAMH HHGOPMALHMHT

Paborauxku I'BJAIOY nerckuit cax Ne56 Ilpumopckoro paiiona Cankr-IlerepOypra TomxKHBI
UCIOJIb30BaTh TOJIBKO YYTEHHbIE ChEMHBbIE MAIlMHHBIE HOCUTEIM MH(MOPMAIUH Ui BBIOJHEHUS
CBOMX JIOJDKHOCTHBIX oOOsi3aHHOCTel. lcrnonbp3oBaHME CHEMHBIX MAIIMHHBIX  HOCUTENIEH
unpopmanuu B 'BJIOY nerckuii cag Ne56 IIpumopckoro paiiona Cankt-IletepOypra B MHBIX LEsIX
CTpPOTO 3aIpPELIEHO.

CpeMHbIe MallIMHHBIE HOCUTENU HH(OPMAIH JJOJDKHBI XPaHUTCS B ON€YaThIBAEMBIX IIKadax,
B MTOMEIEHUAX B KOTOPBIX MPeAyCMOTpeHa 00paboTka nHOpMaluy OrpaHUYEHHOTO JIOCTYTIA.

B ciydae kpaxu wiM nmoTepu ChbeMHOI'0 MAIIMHHOTO HOCUTENS MH(OpMAIUK, a TakkKe HHBIX
MHIUJCHTOB, KOTOpPblE MOTYT NPHUBECTH K HaApyIIEHHIO CBOMCTB HH(pOpMAIMU OTPaHUYEHHOTO
J0CTyTa, JOJKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PacCiIeI0OBaHUIO TAKUX HHIIUICHTOB.

[Tpu BBIBOAE M3 BKCILTyaTallMd ChEMHOI'O MAIIMHHOI'O HOCUTENsI MH(QOpMAalUH, BCe JaHHbIE,
XpaHsIIMecs] Ha HEM, JOJDKHBI ObITh yJalleHbl ONpeaesieHHOW KOMHUCCHEW M3 yucia pabOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHHSI HHPOPMAIIHH.

@aKkT yHUYTOXKEHUS HH(POpPMAIMM HA CHEMHOM MAIIMHHOM HOCUTENe HH(popMauu
¢ukcupyercs B akTe 00 YHUYTO)KEHHMM HMHQOpPMAMM CO CHEMHOTO MAIIMHHOTO HOCHUTENs
uHpOpMaLUH.

Perucrpanus codbiTHii



B TI'BAOY nerckuit cam Ne56 IIpumopckoro paitona Cankt-Ilerepbypra momxHa
OCYIIECTBISATHCS perucTpanuu COOBITHIA 0e30macHOCTH
Ha Bcex KoMImoHeHTax nHpopManroHHbIX cucteM I BJIOY nerckuit cag Ne56 IIpumopckoro paitona
Cankr-IlerepOypra, B KOTOpbIX 00padaThIBacTCs 3ammuiaeMasi HiHGpopMarms.

AHTHBHPYCHAS 3alIIUTA

B nensx oOHapyxeHus M ycTpaHeHus BpenoHOCHBIX nporpamm B ['BJIOY nerckwmii cag Ne56
[Tpumopckoro paitona Cankr-lIleTrepOypra HOJKHBI HCHOJB30BAaThCS CPEACTBA AHTHUBUPYCHOMU
3aMUThl UHOOPMALIHH.

OO0s13aTeNIbHOMY KOHTPOJIIO CPEICTBOM aHTHUBUPYCHOW 3alllUThl HMH(OpPMALMM JIOJDKHA
nojuiexarb J00as wuHpopmanus (TEKCTOBble (ainbl moObIX (GopmaroB, Gailibl JaHHBIX,
ucrnonHsieMble (ailnibl), Hojdyyaemas U TepefaBaemasl IO JIOKAJIbHON BBIYMCIUTENbHON CeTH
B TOM YHUCIIE M CETAM OOILIEro MOJb30BaHUSA, a Takke WH(POpMalMsi, XpaHUMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(DOpMAILIIH.

[Tpu ycTaHOBKE MPOrpaMMHOT0 0OecrieueH s MIIM €ro OOHOBJICHHS Ha CEBEPHOE 000pyI0BaHHE
JIOJKHa aBTOMATUYECKH BBIIOJHATHCS IPeIBapUTENIbHAs IPOBEpKa JaHHOTO IMPOTrPaMMHOIO
oOecrnieueHrs Ha OTCYTCTBHE BPEJOHOCHOTO MPOTrPaMMHOI'0 00ECIICUEHUS.

O6noBnenue 0a3 curHaTyp Ijsl CpeICTBa AHTHUBUPYCHOW 3alIUThl MH(OPMAIMU TOJIKHBI
OOHOBJISITHCS €KEAHEBHO.

[Tonb3oBaTenu 6e3 npaB aJMUHUCTpaTOpa uH(GOPMaIMOHHOU CUCTEMBI
I'BAOY nerckuit cam Ne56 Ilpumopckoro paiiona Cankrt-lIletepOypra HE TOMKHBI HMETh
BO3MOXXHOCTh MOJYYEHHs JOCTyNa K KOH(PHUIypalud aHTUBHUPYCHOTO CPEICTBA 3aIIMTHI MU €ro
OTKJIFOUEHUS.

KoHTpPO/Ib 32a11IMIIIEHHOCTH NIEPCOHATBHBIX JAHHBIX

B nensx uckiarodeHus SKCIUTyaTallMM YSI3BUMOCTEH MPOrpaMMHOIO OOECIEUEHUS JIOJIKHBI
MPOBOAMUTCS pabOThl 1O BBISBICHUIO, aHAIM3y YA3BUMOCTEH WH(GOPMALMOHHONW CHCTEMBbI
Y OIIEpaTUBHOE YCTPAHEHUE BHOBb BHISIBJICHHBIX YSI3BUMOCTEN. B ToM uncne opranuzanys KOHTPOJIs
YCTaHOBKH OOHOBJICHHS MPOTPAMMHOI0 00eCIIeYeHHsI BKIIFOYast CPEJICTB 3alUThl HH(OPMALIUU.

Hcnosb30BaHue NPOrpaMMHOTO 0OecneyeHus

Br16op nporpammHoro odecnieuenus 11 mpousBoacTBeHHBIX HYk I [ BJIOY nerckuii cax Ne56
[Tpumopckoro  paiiona Canxr-lIlerepOypra [oKeH MNpPOU3BOAUTHCS B NIPUOPUTETE K
OTEUECTBEHHOMY, BHECEHHOTO B EIUHBIM peecTp POCCHMCKMX NPOrpaMM Jjsi 3JE€KTPOHHBIX
BBIUMCIUTENbHBIX MallMH W 0a3 naHHbIX. B ciydae orcyrctBust anamora B EngumHOM peectpe
POCCUICKHX porpamm TUISL ANEKTPOHHBIX BBIUNCIIUTEIBHBIX MalIiH
1 0a3 JaHHBIX JI0IYCKAETCS UCIOIb30BaTh IPOrPaMMHOr0 00ecredyeHre UMIIOPTHOTO IPOU3BOCTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckon 3aiuThl HHpopmanuu

Obecnieuenue 3amuThl HHGOPMALIMM OTPAHUUEHHOTO JIOCTYNA OT PacKpbITUs, MOAU(PUKALIUN
U HaBs3bIBaHUA (BBOJA JIOKHOM MH(popManuu) mpu ee mepenade (MOArOTOBKE K Iepenaye)
[0 KaHajaM CBSI3M, HMEIOLIUM BBIXOJ 3a MpeAeNbl KOHTPOJHWPYEMOM 30HBI 0OOecreunBaeTcs
NPUMEHEHHUEM CPEAICTB KPUNTOrpaduyeckoi 3ainuThl UHPOPMALIUH.

[Tpuobperenue cpencts kpunrorpapudeckoid 3amutbl uHPopmanuu ['BJIOY nerckuii can
Ne56 Tlpumopckoro paifona Cankr-IlerepOypra ocymiecTBisieTcss Ha OCHOBaHMM JIOTOBOPOB U
KOHTPAKTOB C JHUIAMH UMEIOIUMH AehcTByronlyto JuneH3nto @Ch Poccun Ha ocyiiecTBieHue
NeSITeIbHOCTH MO  pa3paboTKe,  MPOU3BOJCTBY,  PACIHPOCTPAHEHHMIO  IM(POBATBHBIX
(xpunrorpadpuyecKux) CPEACTB, MH(OPMALIMOHHBIX CUCTEM
U TEJICeKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIU(PPOBAIBHBIX
(xpuntorpadu4ecKnx) CpelCTB, BHIIOJHEHUIO pabOT, OKa3aHUIO YCIyr B oOjacTu MmU(pOBaHUS
UHPOpPMAlIUK, TEXHUYECKOMY OOCIYXHBaHHMIO MH(POBATIBHBIX (KpUNTOrpauyecKux) CpeiCTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHUKAIMOHHBIX CHUCTEM, 3aIlUIICHHBIX C MCIIOIb30BAaHHEM
mudpoBanIbHBIX (KpUNTOrpagUUecKnx) CpeACTB (32 HMCKIIOYEHHEM Cllydasi, €Clii TEeXHHYECKOe
oOciyxuBaHue MUGPOBAIBHBIX (KpUNTOrpauyeckux) CpeacTB, HH(POPMALMOHHBIX CHCTEM
U TEJICeKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIHOJb30BAaHUEM IIH(POBATBHBIX
(xpuntorpadu4ecKnux) CpEACTB, OCYIIECTBISETCS sl oOecreueHuss COOCTBEHHBIX HYX]I
IOPUJINYECKOTO JIUIIA WX UHANBUAYAILHOTO MPEAIPUHIUMATEIS).



B umensx opranuzanmum M o0ecrieueHUMM Tmepenaud HMHpOpMalMM 10 KaHajiaMm  CBSI3U
C HCIOJBb30BAaHUEM CPEICTB KpUNTOrpadUuecKoil 3amuThl MHPOPMALMU, a TAKKE BBIIOJHEHHUS
nmutieH3noHHbIX TpeboBanuii ®Chb Poccum B I'BJIOY nmerckuit cam Ne56 Ilpumopckoro paiiona
Canxkr-IlerepOypra gomKeH ObITh CO3[IaH OpraH KPUITOTpapHUECKON 3alUTHI.

[Topranbubie pemenus I'6JIOY nerckuii cax Ne56 IIpumopckoro pariona Cankrt-IletrepOypra
C BO3MOKHOCTBIO JIOCTYTIA C CETeH 00IIEero MOIb30BAHNUS TOJIKHBI B IPHOPUTETE pa3pabaThIBATHCS C
OpraHu3alyeil 3alluiIeHHOro KaHajga MOCPEICTBOM MpoTokona TLS ¢ mogaepxkoil anropurMoB
['OCT 34.10.

HUcnonb3o0BaHue 3JIEKTPOHHOM MOYTHI

DJNeKTpoHHas 1oyTa JokHa ucnoib3oBarbess B ['BJIOY nerckuii can Ne56 Ilpumopckoro
paifona CankTt-IlerepOypra ¢ 1enbio opraHu3anud 0OMeHa AJIEKTPOHHBIMU COOOIIEHUSIMU MEXIY
pabOTHUKAaMU U CyObEKTaMU MH(POPMALIMOHHON O€30MaCHOCTH.

[Ipu ucnosib30BaHUU AIIEKTPOHHOM MOYTHI 3aIIPEIIACTCS:

oOMeH nHpopMaIme 1Jis CIIy>KeOHOTO MOJIb30BaHus, a TaKKe HH(POpMAIMel OrpaHUIEHHOTO
JOCTYIIA;

MPEIOCTABICHUE OCTYIIA K 3JIEKTPOHHOM MOYTE C UCHOJIb30BAHUEM JAHHBIX CBOEH YYETHOU
3aUCH TPETHUM JIMLIAM;

nyOIMKaIuUsl CBOEro CIIyKEOHOTo ajpeca AJIEKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTalorax,
Ha MOMCKOBBIX MAIIMHAX U IPYrUX pecypcax cetu HTepHeT B 1ensiX, He CBA3aHHbBIX C UICIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEN;

MOAMKCKA MO 3JIEKTPOHHOM MOYTE Ha Pa3IMUHbIE PEKIaMHbIE MAaTepUabl, JUCThl PACCHUIKH,
AJIEKTPOHHBIE KYPHAJIbl M T.J., HE CBS3aHHbIC C BBHIIOJHEHUEM IOJIb30BATENIEM JOKHOCTHBIX
00513aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBHIMOJHEHWE) (aiIoB, MOMYYEHHBIX IO DJIEKTPOHHOH TOYTe
WM U3 pecypcoB cetu HMHTepHer, 0e3 NpeaBapUTEIbHOM MPOBEPKU UX AHTHUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHus

I'BAOY nerckuii cag Ne56 Ilpumopckoro paitona Caukrt-IlerepOypra ocraBisieT 3a co0oit
MpaBoO OJIIOKUPOBATH WIJIM OTPAHUUMBATH JOCTYI PAaOOTHUKAM K CETSIM CBSI3U OOIIETO MOJIb30BAHMUS, B
TOM uuciae ceTu HHTepHeT, colep)kaHWe KOTOpPbIX HE MMEET OTHOLIEHUS K WCIIOJIHEHUIO
JOJDKHOCTHBIX ~ 00si3aHHOCTEM, a Takke K WH(GOPMAMOHHBIM pecypcaM, CoJepXKaHue u
HaIPaBJIEHHOCTh KOTOPBIX 3aIpPEIEeHbI 3aKOHOJaTeNbCTBOM Poccuniickoin denepanni.

HNudopmanus o nocemaemsix padotaukamu I'BJIOY nerckuit cag Ne56 ITpumopckoro paiiona
Cankrt-IlerepOypra HHPOPMAIIMOHHBIX PECYPCOB MPOTOKOJIUPYETCS IS MOCISAYIONIETO aHAIu3a |,
pU HEOOXOAUMOCTH, MOXKET OBITh MPEACTaBICHA PYKOBOIUTENSAM CTPYKTYPHBIX MOJpa3/ieeH i, a
take pykooautento ['BJIOY nmerckuit cam Ne56 Ilpumopckoro paiiona Cankrt-IlerepOypra st
KOHTPOJIA.

[Tpu ncnosnbzoBanuu cetu MHTEPHET 3aMpelieHo:

ucnoiap3oBath npenocrasieHHblii I'BJIOY nerckuit cag Ne56 Ilpumopckoro paiiona CaHKT-
[TeTepOypra noctyn B ceTb IHTEpHET B IMYHBIX LENSIX;

UCIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE TPOTPaMMHBIE U NMPOrPaMMHO-ANNapaTHbIe CPEICTBA,
MO3BOJIAIONINE TOTYYUTh HECAHKIIMOHUPOBAHHBIN 1oCTyn K ceTh HTepHeT;

nyOJIMKOBaTh, 3arpykaThb M PAcIpOCTPaHATh MaTepUaANIbl COJEpKalllie HEeIO0CTOBEPHYIO
undopmarmo o I'BAOY nerckuii cag Ne56 Ilpumopckoro paiiona Cankrt-IlerepOypra, a Taxxe
danscudunmposats cBoit [P-aapec.

Pe3epBHOe KOIMpPOBaHMe M BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBIeHHE PE3EPBHOIO KOMPOBAHUS IOJDKHO OCYILECTBIIATHCS AJI51:

uHpopmanuu  oOpabaTbiBaeMoil Ha (ailyioBOM cepBepe H CepBEpe MPHIOKEHHUH,
UH(POPMALIMOHHOM CUCTEMBI,

pabounx MECT aIMUHUCTPATOPOB HHPOPMAILIMOHHON CHUCTEMBI.

YacToTa W pEXHUM pE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, 4YTOOBI
o0ecneynTh MUHUMAJIbHYIO TOTEPIO JAaHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHUE.



Hacrpoiika pe3epBHOT0 KONMPOBAHUS U BOCCTAHOBJIEHUS PECYPCOB MH(POPMALIMOHHBIX CUCTEM
I'BJAOY nerckmit cam Ne56 Ilpumopckoro paiiona Caskrt-IleTepOypra IOMKHBI TPOBOIHMTH
ynosHoMmoueHHbIe pabotHuKU ['BJIOY nerckuii cax Ne56 ITpumopckoro paitona Cankt-IletepOypra.

PesepBHoe  komMpoBaHME JOKHO  OCYILECTBISATBCS B aBTOMAaTHYECKOM  PEXHUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELHUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOTO KONUPOBAHUS
C JEHCTBYIOUIMM CEpTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSM O€30macHOCTH HH(POPMALUU
OCTOIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPOECCAM YIIPABJIEHUA
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MoHnuTOopuHT HHPOPMALMOHHOM 0€30I1aCHOCTH

Ha nocrostHHOI OCHOBE IIOJKEH NMPOBOAMTHCS KOMIUIEKCHBIM aHaiau3 (QyHKIMOHHPOBAHUSA
unpopmanmonHoi cucreMsl [ BJIOY nerckuii cag Ne56 IIpumopckoro paiiona Cankt-IlerepOypra u
BO3HUKAIOIINX COOBITHI MH(DOPMAITMOHHON 0€30I1aCHOCTH.

[Iporiecc MoHMTOpHHTra cHCTEMBI oOecrieueHHs] MH(POPMAIMOHHONW OE30MaCHOCTH TOJKEH
BKJIIOYATh B C€0s1 KOHTPOJIb OPraHU3ALMOHHBIX U TEXHUYECKUX Mep I10 3aluTe HHPOpMalLlu, aHAIIU3
napaMeTpoB KOH(PUTYpAIIH U HACTPOHKHU CPEICTB 3AIIUTHI HHPOPMALIUH.

IIpy npoBeNEHUM KOHTPOJIBHBIX MEPONPUATHH, CBSI3aHHBIX C OLICHKOW peaau3aluu Mep
no 3ammre uHpopmanuu B I'BJAOY nerckuii can NeS6 Ilpumopckoro paiiona Cankt-IlerepOypra,
YIOJIHOMOYEHHBIE PAOOTHUKH JIOJIKHBI IPUIEPKUBATHCS CIEAYIOIMX IPUHIUIIOB!

He Hapymath (QyHkiuuonupoBanue nesitensHoctd ['BJIOY nerckuit cax Ne56 Ilpumopckoro
paitona Cankt-IlerepOypra;

JeICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMU OPIraHU3alMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu I'BJIOY nerckuit can Ne56 Ilpumopckoro paiiona Caukr-IletepOypra mo 3amure
uH(popMaluy,

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011aCHOCTH;

O(QOPMIISITh OTYETHI, TOATBEPKIAIOLINE BHITOJIHEHNE MEPOIPUATUH 110 3alUTE UHPOPMAIIIH.

Wudopmanus, NOIydeHHas B XOJA€ MPOBEACHUS KOHTPOIMPYIOUIMX  MEpPONPHUATHH
0 JEWUCTBUSIX, COOBITHSIX M IapaMeTpax, MMEIOLIMX OTHOIICHHWE K pealu3allud Mep IO 3alluTe
uHpOpMalK, JO0KHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIOIIMX IOJyYeHHE
K HEell HECAaHKIITMOHUPOBAHHOI'O JOCTYTIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITHUAX HH(OPMAIMOHHON 0€30macHOCTH
JIOJI’KEH MPOBOJUTHCS, TI0 BOZMOXKHOCTH, C MCIOJIb30BAaHUEM CHUCTEMbl MOHUTOPUHIA MHIIMJIEHTOB
MH(POPMALIMOHHOM 0€30IacHOCTH MJIM BCTPOECHHBIX MEXaHU3MOB HACTPONKM M ayauTa COOBITHH
B IPOrpaMMHBIX M IPOTrpaMMHO-aNMapaTHBIX CPEACTBaX, HMCIOIb3YEMbIX B HH()OpPMAILMOHHON
undpactpykrype ['BJIOY nerckuit cag Ne56 IIpumopckoro paitona Cankt-IlerepOypra.

YnpasJieHue puckamMu

OnpeneneHue BHYTPEHHUX TpeOOBaHMH MO 3amuTe MHGOPMALUH, JOKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax MpPOBEICHHUS aHAJIW3a PUCKOB HApYIIEHHUsS OCHOBHBIX CBOWCTB 0€30MacHOCTH
s uHpopmannoHHbIX pecypcoB ['BJIOY nmerckuit can Ne56 Ilpumopckoro paifona CaHKT-
[TeTepOypra.

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OLIEHKA YCIOBUH U (aKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYMHON HapyIIEHUS LIETOCTHOCTH, KOH(PHUIEHIUAIBHOCTH U JJOCTYITHOCTH JUIsl HH(OPMaLlMOHHBIX
pecypcoB 'BIIOY nerckuit cag Ne56 IIpumopckoro paitona Cankr-IlerepOypra.

PesynbraroM mpoBeeHHUS aHaiM3a PUCKOB JOJDKEH OBbITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIPaBJICHHBIX Ha CHWKEHUE BO3MOYKHOIO HETaTMBHOI'O BIIMSHHUS HAa OCHOBHYIO JESATEIBHOCTH
I'BAOY nerckuii cax Ne56 [Tpumopckoro paitona Cankr-IlerepOypra nmpu peanusaiuu TOM Wik HHOU
yrpo3bl 6e30MacHOCTH MH(OpMAIMK U O0ECIIEYHBAIOIIUX B JaJbHEHIIEM JOCTATOYHBIH ypOBEHb
3anuiieHHocTd uHpopManmonHbix cucreM ['BJIOY nerckuit cag Ne56 Ilpumopckoro paiiona
Canxkr-IlerepOypra.

YnpasieHue HHUMIeHTaMH HHGOPMALMOHHOI 0e30MacCHOCTH

Jnist ob6ecniedeHnst 3PPEeKTUBHOTO pa3pelieHUs MHIIMIEHTOB HHPOPMAIIMOHHONW 6€3011aCHOCTH
B ['BZIOY nerckuii can Ne56 Ilpumopckoro paitona Cankr-IletepOypra, MUHUMHU3AaLUK TTOTEPh U



YMEHBUICHUS pUCKA BO3SHUKHOBEHHS TOBTOPHBIX MHIUJAEHTOB JTOJPKHO OCYILIECTBISATHCS YIIPABICHNUE
WHIUICHTaMU WHPOPMAITMOHHOHN 0€3011aCHOCTH.

Jns ynpaBiieHuss MHUMACHTaMH HH()OPMAIMOHHOW Oe30MacHOCTH JOJKHA OBITh CO3/1aHa
ciry>k0a MOHMTOPUHTA M PEaripOBaHUsl HA MHIUACHTH MH(POPMAIIMOHHOW 0€30MaCHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpPONpUATHN UIsi cOopa M KOHCOIMAAUUU HH(POpMAIUH
00 MHLMJEHTaX pElIacT JaHHYI0 3ajady. B OTHOIIEHHMH Ka)XXAO0ro IPOU3OLIEAIIET0 WHIUICHTA
paboTHMKaMU H3 CIYXKObI MOHHTOPHHIAa WU pEarupoBaHUs Ha HMHIMJIEHTH HHYOPMAIIOHHOM
0€3011aCHOCTH JIOJDKEH BBIMOIHATHCS €0 aHalu3, U pa3paboTka 3((EeKTUBHBIX MEp pearnpoBaHUs
Ha JaHHBIM MHIIUJICHT.

AyauT cuctembl o0ecniedyeHHst HHPOPMALMOHHOI 6€3011aCHOCTH

B nemsix omenku tekymero ypoBHs mHbopmarmonHou 6e3omacHoctu ['BJIOY nmerckmii can
Ne56 IIpumopckoro paitona Cankr-IletepOypra Ha peryisipHOil OCHOBE JIOJDKEH MPOBOIUTELCS AYAHUT
nH(pOpMaIMOHHOM OE30ITaCHOCTH.

BHyTpenHue ayauThl JOJDKHBI BHIMONHATHCS paboTHukamu ['BJOY nperckuit cam Ne56
ITpumopckoro paiiona Cankt-IleTepOypra. B yuciio 3aaad, pemaemMpIx Mpy MPOBEACHUN BHYTPEHHUX
ayIUTOB MH(POPMAITMOHHOW OE€301TaCHOCTH, BXOIST:

cOOp M aHaAJIM3 HMCXOTHBIX JIaHHBIX OO0 OPraHM3alMOHHOW M (PYHKIMOHAIBHON CTPYKType
MH(POPMALMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLICHKH COCTOSIHUSI CHCTEMBI 3allIUThI HH(POPMAIINY,

aHaJIU3 YTBEPKICHHBIX OPraHU3AlMOHHO-PACHOPAIUTEIbHBIX JOKYMEHTOB IO 3alIUTE
UHPOpPMALIUK HA TIPEAMET UX MOJTHOTH U 3()(HEKTUBHOCTH, a Takke (HOPMUPOBAHHE PEKOMEHIAIINI
M0 UX 10pabOTKE UK pa3pabOTKHU HOBBIX;

o0ocHOBaHne (PUHAHCOBOW S(PPEKTHBHOCTH BHOBH IPHOOPETAEMBIX CPEICTB 3aAIIUTHI
uHpopmanuu;

[IPOBEPKA IIPaBUIILHOCTH BbIOOPA M HACTPOMKU CPEJICTB 3aILUThl HHPOpMALH, POPMUPOBAHKE
MPEJIOKEHUI 10 MCTIOJIb30BAHUIO UMEIOIINXCS CPEICTB 3alUTHl MHPOPMAIUHU JJIsi TOBBIIICHUS
ypOBHST Han&XHOCTH M Oe3zomacHoCcTH uH(popMmanmuoHHBIX cucteM ['BJIOY nmerckmii cam Ne56
[Tpumopckoro paitona Cankt-IlerepOypra;

aH&IW3 OTYETOB [0 MPOU3OLICAIINM MHUUJACHTaM HWH(GOPMalMOHHON 0e30macHOCTH
Y TIPUHATBIM M€paM 110 UX pa3peleHUIO.

IToBbIlIEHME OCBEIOMIEHHOCTH PA00OTHHKOB

B paMkax opraHuzanuM KOMIUIEKCHOTO TPOTHUBOJEHCTBHS yrpo3aM 0e30IacHOCTH
uH(popmManuu, ucxoaaumm ot pabotuukos I'BJIOY nerckuii can Ne56 Ilpumopckoro paiiona CaHKT-
[TerepOypra JOJDKHA IIOCTOSTHHO MTOBBIIIATHCS
UX OCBEJOMJICHHOCTb B 00J1aCTH 3aIUTHI HH(OPMAIUH.

[ToBsimenue ocsenomiieHHoCTH paboTHukoB [ BJIOY nerckuii cax Ne56 I[Ipumopckoro paitona
Cankrt-IlerepOypra ocyiiecTBiseTcs:

no cymectBytomuM B I'BJIOY nerckuit cag NeS6 Ilpumopckoro paitona Cankr-IlerepOypra
OpraHU3al[MOHHO-PACTIOPSAUTEIBbHBIM JOKYMEHTAM,

no npumensieMbiM B I'BJIOY nerckuit cag Ne56 Ilpumopckoro paiiona Cankt-IlerepOypra
MepaM 3aluThl HHQOPMALINH;

10 IPAaBUIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3aIIUTHI HHPOPMALIUH.

7  3AKIIOYEHMUE

[Ipu w3mMeHeHuM JeiicTBYyrOIIEro 3akoHoAarenbcTBa Poccuiickoit denepanuu B obimactu
3aImuTH KHPOPMAIIUHU, a TAK)KE OPTaHU3aAIMOHHO-pACTIOpIAUTENbHBIX JoKyMeHTOB ' BJIOY netckmii
can Ne56 Ilpumopckoro paiiona Cankrt-IletepOypra Hacrosimas Ilonutuka W u3MeHeHHs K Hel
IIPUMEHSAIOTCS B YacTH, HE MPOTUBOPEYALIEH BHOBb IPHUHATHIM 3aKOHOAATEIIBHBIM W HWHBIM
HOPMAaTUBHBIM aKTaM, a Takke BHyTpeHHUM nokymeHTaMm ['B/I0Y nerckuii cag Ne56 IIpumopckoro
paitfona Caukr-IlerepOypra.

Bce TpebGoBaHus, yCTaHOBJIEHHbIE JICHCTBYIOIIMM 3aKOHOJATENBCTBOM  Poccuiickoit
®denepannn, MOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMH OTHOIIEHUSAMH, a Takke momaxon ['BJIOY
JETCKUI caz Ne56 ITpumopckoro paiiona Cankr-IlerepOypra
K 00€CIEeYeHHI0 COOTBETCTBUSI 3TUM TPeOOBAHUSIM JOJKHBI OBITH SIBHBIM 00pa3oM OIpe/esIeHBbl,



JIOKYMEHTUPOBAHBI U MOAJICPKUBATHCS B AKTYATBHOM COCTOSTHUU.

I'BAOY nerckmii cam Ne56 Ilpumopckoro paiiona Cankrt-IlerepOypra B HPHOPUTETHOM
HallpaBJIECHUU JOJIKEH paccMaTpuBaThCA epexo.
a IPOTrpaMMHOTO 00eCIeYeHNUEe OTEYECTBEHHOTO MPOU3BOANTENS, BKIIOYEHHOTO B €IUHBIA PeecTp
POCCHUHCKHUX MPOrpaMM Ui 3JEKTPOHHBIX BBIUMCIUTENBHBIX MallUH U 0a3 JaHHBIX. B ToMm uucie
[0 YacTU CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYAOBAaHUS M INPOrPaMMHO-ANIAPATHBIX CPEACTB
BKJIIOUECHHBIX B ENMHBIN peecTp pOCCUIUCKON Paaro3JIEKTPOHHON TPOTYKIIUH.

IlepecMoTp ¥ BHeceHME UW3MEHEHUM B HacTtosmyro llomuTuky ocymiecTBisoTCs
Ha NEPUOJINYECKON U BHEIIJIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 wunHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3aluTe UHPOPMAIIHI.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepanmm ot 16.04.2012 Ne 313
«O06 yrBepxaenun [lonoxkeHus: 0 TUIEH3UPOBAHUN JAEATEIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacnpocTpaHeHUIO MU(POBATBHBIX (KPUITOrpapUUecKUX) CpPeICcTB, HHPOPMAIIMOHHBIX CHCTEM
U TEICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpaueCKux) CPEACTB, BHIIOJHEHHIO padOT, OKa3aHUIO YCIyr B 00nacTH MMGpOBaHUS
uHPOpPMALIUK, TEXHUYECKOMY OOCITYXMBaHHMIO MIM(POBATIBHBIX (KpUNTOrpaUYecKUx) CpPEACTB,
MH(OPMALIMOHHBIX CHUCTEM U TEJIEKOMMYHHUKALMOHHBIX CHCTEM, 3alUIIEHHBIX C UCIOJIb30BaHUEM
mrdpoBanIbHBIX (KpUNTOrpaguUecKnx) CpeACTB (32 HMCKIIOYEHHEM CiIydasi, €ClIi TEeXHHYECKOe
obcnmy)xuBaHue IHPPOBAIBHBIX (KpUNTOrpadUUECKUX) CpencTB, HWH(POPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BaHUEM IH(POBATBHBIX
(kpuntorpadu4ecKnux) CpPEACTB, OCYIIECTBISETCS Il OOecledeHHs] COOCTBEHHBIX HYKI
IOPUINYECKOTO JIUIA WA MHANBUAYATEHOTO IPEIIPUHIMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHMH TpeOOBaHMWI K 3alUTe NEPCOHANBHBIX MAaHHBIX TpU HX 00paboTke
B MH(OPMAIIMOHHBIX CUCTEMaX MePCOHATBHBIX JAHHBIX).

5 [Ipukaz @OAIICU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHCTpyKunun
00 opranuzaiuu u ooecrneyeHrn 6e30MacHOCTH XPaHEeHUsI, 00pa0OTKH U IIepeauH 10 KaHallaM CBS3U
C HCIIOJIb30BaHUEM CPEICTB KpUIITOrpaduyeckoi 3amuThl WHGOpPMANUKA C OrPaHUYCHHBIM
JIOCTYTIOM, HE cofiepKalliell CBEACHHI, COCTABISIONIUX FOCYIapCTBEHHYIO TAHY».

6 IIpukaz @DCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxknenun Ilonoxenus
0 pa3zpaboTKe, MPOU3BOJICTBE, PeATH3AIUH U SKCILUTyaTalluy MU(POBATBHBIX (KpUITOrpaduyecKux)
cpeacts 3anuthbl nHpopmaruu (ITonoxenue [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O0 yTBepxaeHUH TPeOOBAHHIA O 3aIUTE
nH(MOpMAIIMK, HE COCTABIISIONIEH TOCYJAapCTBEHHYIO TalHY, COJAEp)KAIEHCS B TOCYIapCTBEHHBIX
MH(QOPMAIMOHHBIX CHUCTEMAX».

8 IIpuxa3z ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpraHU3aIMOHHBIX ¥ TEXHUYECKUX Mep M0 00eCTIeYeHNI0 0€30IaCHOCTH MTEPCOHATBHBIX TaHHBIX TIPU
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepx)nennn CocraBa U COIepKaHUS
OpraHU3aIMOHHBIX U TEXHUYIECKUX Mep 0 00eCTIeYeHNI0 0€30IIaCHOCTH MTEPCOHATBHBIX TaHHBIX TIPU
ux o0paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIX C UCIOJIb30BAHUEM CPEJCTB
Kpunrorpaguueckor 3ammTbl MHOOPMAIMH, HEOOXOAWMBIX ISl BBITIOJHEHUS YCTaHOBJICHHBIX
[TpaButensctBOM Poccuiickoii ®enepanuu TpeOoBaHUIT K 3alIUTe MEPCOHATBHBIX JJIaHHBIX
JUISL KQKAO0T0 U3 YPOBHEU 3alIUIIEHHOCTH.

10 TOCT P 51624-2000 «3ammra wHQOpPMAIIUK. ABTOMAaTH3UPOBAHHBIE CHCTEMBI
B 3aIIUIIEHHOM UcTioTHeHUH. O01ue TpeOoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [TpaBriia BKIFOYCHHS B CTAHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHopManuu. OCHOBHBIE TEPMHHBI
U OTIPE/ICITICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1upopmarrionHas TeXHOJIOTHUS. MeTObI U cpeAcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM Y.

14 TOCT P 50922-2006 «3amuta nadopmannuu. OCHOBHBIE TEPMUHBI U OIIPE/ICTICHUS.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONME HA HH(pOopMaruio. OOIIKe MOI0KEHUS.

16 TOCT P HNCO/MBK TO 13335-5-2006 «MHbopmManmoHHasT TEXHOJOTHA. MeTosl
U cpeacTBa obecrieueHus: 6e3onacHocTH. Yacth 5. PyKOBOJCTBO 10 MEHEKMEHTY 0€301MacHOCTH
CeTH.

17 TOCT P HCO/TO 13569-2007  «DduHaHCOBBIE  yCIyrH. PeKoMeHmanuu



1o HHGOPMAITMOHHON 0€30TTaCHOCTH.

18 T'OCT P UCO/MBK 27005-2010 «MudbopmarmorHHass TeXHOIOTHA. MeTOIbl U CpeaCcTBa
obecrnieueHus 6e30nacHOCTH. MeHeDKMEHT prcka HHPOPMAIIMOHHON 0€30IacCHOCTH.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmonHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
obecnieueHus 6e30macHoCcTH. MeHeDKMEHT HHPOPMAIIMOHHOM 6€301MacHOCTH. MOHUTOPHUHT, OLIEHKA
3alUIIEHHOCTH, aHAIN3 U OLICHUBAHUE».

20 T'OCT P 51897-2021 «MenemxMmeHT pucka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wunpopmamuu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKEHUSD».

22 Konuenuus nH(OPMaMOHHON 0e301acHOCTH WCIIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHo# Biactu Cankt-IlerepOypra ot 20.02.2023.

LIOKYMEHT MOAMWCAH SNEKTPOHHOM NMOANWUCHIO

rocyAAPCTBEHHOE BHO/DKETHOE JOLLKOJIbHOE OBPA3OBATE/IbHOE 26.06.23 16:10 (MSK) CepTudumkat F42BAC56590C4FBA37C5B766224CB246
YYPEXXEHVUE IETCKWUW CAZl N2 56 MPMMOPCKOI0 PAIOHA
CAHKT-NETEPBYPrIA, 3akvposa Hatanbs BagumosHa, 3ABEAYOLLNN




